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: ool dwWhio

oolyio wdlaio Gladl Clhiodl | sanisell wleludl (asd=sVI aalll) bsloll Llgic (a2l aalll) 8sloll Ulgic 3sloll 8,

Concurrent Prerequisite Cr. Hr. Course Title (English) Course Title (Arabic) Course No.
Compulsory University Requirements (12 Credit Hours) (8a0izo aclw 12) a,L>| asol> Wlldkio

- 0161100 3 Arabic Communication Skills (1) (1) au =l a=llb JlasVl wl)lpo 0161101

- - 3 Military Sciences ay,Swsll pglell 0161200

~ - 3 National Education auboll auy il 0161201

- 0171100 3 English Communication Skills (1) (1) &=Vl Ul sVl wl)lpo 0121131
Elective University Requirements (15 Credit Hours) (620uo aclw 15) @,z asel>: Lldbkuo

(A) Humanities (6 Credit Hours) (820520 wlebw 6) auluw)l polall Jlxs (1)

- 0121131 3 English Communication Skills (2) (2) asd=Vl a2l JLaiVl wl,lpo 0152102

g - 3 Islamic Culture oMoVl aslaill 0161300

- 0161101 3 Arabic Communication Skills (2) (2) au,=ll aellb JLasVl wl,)lpo 0162102

- - 3 History of Jordan and Palestine oaboaddg U,V 2Ll 0162301

- 1 3 Human Rights Ol VI e8> 0411100

(B) Social and Economic Sciences (6 Credit Hours)

(620320 wlelw 6) dslaidVls drcloi=Vl pglall Jlxo ()

- 1 3 Psychology and Life 3l=dly el ple 0132200
- = 3 Entrepreneurship al, wllpo 0143301
S 4 3 Media and Public Relations aole)l wBMelly oMV 0162302
- - 3 Tourism and Archaeology LVlg aslowdll 0561500

(C) Sciences, Technology, and Health (3 Credit Hours)

(a0us0 wlelw 3) daxally acl,lls LaglgiSilly pelell Jlxo (2)

- - 3 Sport and Health dally aol)Jl 0161303
- - 3 Environmental and Public Safety aolell aoMoudly asull 0162305
- % 3 Science and Life dl=dlg plell 0162306
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2017-2016 plal yaoll mgdall

2017-2016 JoVI csewl,adl Jasll

il asapll slacl olgs ool 2016/9/1

2017-2016 JoVI Juaall Luy,aill sy =V 2016/10/9

adlo &L wgs @by ceudl|  Guwexdl — 25V | 2016/10/9 - 2016/10/20

aJlo aolyzy s3> lindl Jumewsdl | Guwosdl - 3531 | 2016/10/16 — 2016/10/20

adlo 8Lz slgadl oo wlewiVl 6,8 | puwesll - 15V | 2017/1/23 - 2016/10/26

2017-2016 ol Juasl) ouaziswoll adlall Jgud ey =V 2016/11/13
2017-2016 JgVl cswl,ldl Juasll (08 JoVI ,Laz VI séc 8,08 | Guwosdl — el | 2016/11/12 - 2016/11/24
2017-2016 asolxdl wldlniog dulosll slgol) (saaill JLasVI| el — el | 2016/11/26 — 2016/12/3
2017-2016 ol Joasdl sloo sle Jumeuidly sLa, VI sy >V 2017/1/2
EVCUN/ENVIPNIEWel =V 2016/12/25

EASTIN IETOW W o] 2017/1/1

Luass wa il Seudl Jsall 5,55 oVl 2016/12/12

2017-2016 JoVI sewl,dl Jasll (b solidl jLasVl hae 8,58 | puosdl = daiidl | 12016/12/17 — 2016/12/29
asolzl Wldbiog Wlhiuiseodl (88 Gu,dil) acgo 5] ol 2017/1/5

vaazll — adosll wliizolly aJSIl olllhio Guy,aid acgo 5] ey 2017/1/12
whosll + agolxl wllhio wllxiol | el = ol 2017/1/14 - 2017/1/21

&, hhil slgal) JVI Jas)l 08 u,i ooy 31 onasdl 2017/1/19

2017-2016 JoVl sewbyll Juasl) silpill OlsioVl ase 6,18 | Guosdl = 15V 2017/2/2 - 2017/1/22
2017-2016 JsVI ool sl Juasdl 26ls o) acgo ,31 2V 2017/2/5
oelas)l o Lo 85151 ol = 25V 2017/2/5 - 2017/2/18
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2017-2016 sl sewl, | sl

a1l ascpll sliacl lgs Fey] 2017/2/19

2017-2016 il Joasl) Guugyaidl sy VI 2017/2/19

adlo 8L wgs @loYly Ll ol = 35V 2017/3/2 - 2017/2/19

aJlo aoliy 3 lindl Juzewd] ol — 25V 2017/3/2 - 2017/2/26

adlo 8,z sloodl o wlewn VI 6,58 sley, VI = 25V 2017/3/5 - 2017/5/24

2017-2016 (bl Juasl) ooazsuwodl adbll Jgud sy VI 2017/4/9
2017-2016 bl sowbdl Juasdl (s JoVI ,LasVl sse 8,58 | puasddl = ol 2017/3/25 - 2017/4/6
2017-2016 asolxl wlilhiog adasll slgall (séaill JLasVI | el — el 2017/4/15 - 2017/4/8
Jlasll s oYl 2017/5/1

2017-2016 séwall Jasdl sloo (sde Jumewidly sLa,Vl ey 2=V 2017/5/7
2017-2016 ol Jasl) soll 5LasVl ase 8,58 | pawasdl — el 2017/5/11 - 2017/4/29

asolzl wldbiog whisizoll 88 Guyil) acgo 31 Y| 2017/5/18
)VETIY W ool 2017/5/25

2017-2016 asolxdl wldlniog dudosl! slgol) (silpdl wlsioVl | ol = cuiull 2017/5/27 - 2017/5/20
ag,hail slood) csoldl csowl,adl Jeas)l (o8 Gu,ail) acgo 31 sley, VI 2017/5/24
Wl sewlhdl Jaal) (solpidl OlxioVIl sac 8,i8 oozl = a5Vl 2017/6/8 - 2017/5/28
2017-2016 suldl Joasll 2ulo pudowd) 1cgo 551 =V 2017/6/11
2017-2016 plell (sawall Juaslly (ol Joasll o Lo 85151 2=V 2017/7/1 - 2017/6/11
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2018-2017 JgVI Jeasll ¢zl adda)l Jgud e Fesy] 2017/7/2
2017-2016 wsawall Jaal) Gug,aidl sy VI 2017/7/2

aJlo &)Lz 09> @8loYly el ousasdl — 15V 2017/7/6 - 2017/7/2

adlo 8Lz sloadl (o wlows VI 8,18 ool = 15V 2017/8/10 - 2017/7/9

2018-2017 JgVI Jeas)l slgo sle Juzeauily sLi,Vl e Fesy] 2017/8/6
2017-2016 wsewall Jasdl 58 sl [LasVl asc 6,19 Ozl — LM 2017/7/29 - 2017/7/22
oyl acgo 45T ey 2017/8/10

2017-2016  séwall Juasll (wilpidl UlsioVl séc 6,1

2017/8/19 - 2017/8/12

2017-2016 séwall Juas)l zolo pulwi) Acgo ,51

2017/8/30
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Wl ple powass N Lwen,s Sl a3 e Jsuasdl wldbio yasde

The Requirements dawasoll wleludl wllbioll
1-University Requirements Aol wldbio-1
Compulsory University Requirements 12 &y, asols> wldhio
Elective University Requirements (Humanities) 6 (awlus)l polall) ay,lusl asols wldlio
Elective University Requirements (Social and Economic Sciences) (ausLaidVly auclos=Vl polell) )Ll asols> wldbio
Elective University Requirements (Sciences, Technology, and Health) (axallg acl,jlly L>gleiSilly polell) @,z asols wldlhio
Total 27 €90=xoll
2-Faculty Requirements aJsJl Uldlio-2
Compulsory Faculty Requirements 25 )Ll ads oldhio
Total 25 gsoxoll
3-Major Requirements wawasadl Olldbuo-3
Compulsory Major Requirements 30 a2Vl yaax oldhio
Ancillary Major Requirements 41 b5 Luodl paaxi wldhio
Elective Major Requirements 9 a, LVl Laazxi oldlio
Total 80 ggoxoll
Grand Total 132 NSJI g g.0=x0ll
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Lol ple Lawas 8 Lwer,sl Sl &5, e Jgasdl wldlaio

oolsio Lo &bl Clhaiodl | sasusell wleludl (auul=5V] a=llb) 8slodl wlgic (a2l aalll) 8slodl Llgic 8slol 03,
Concurrent Prerequisite Cr. Hr. Course Title (English) Course Title (Arabic) Course No.
Compulsory University Requirements (12 Credit Hours) (danizo aclw 12) a),L>| asol> Uldhkio
- 0161100 3 Arabic Communication Skills (1) (1) au,=ll aellb JLasVl wl)lpo 0161101
- - 3 Military Sciences ay,Swell pglell 0161200
- - 3 National Education auilogll @y, 0161201
- 0171100 3 English Communication Skills (1) (1) a3Vl aellb JlasVl wl)lpo 0121131
Elective University Requirements (15 Credit Hours) (8200 aclw 15) a,lis| asel> wldkuo
(A) Humanities (6 Credit Hours) (80u20 wlelw 6) dslusYl polell Jlxo (1)
- 0121131 3 English Communication Skills (2) (2) asud=sVI a2l JLasVl wl)lpo 0152102
- - 3 Islamic Culture oMVl aslasll 0161300
- 0161101 3 Arabic Communication Skills (2) (2) au,=ll aelb JLasVl wl)lpo 0162102
- - 3 History of Jordan and Palestine ol U3,V g, 0162301
- - 3 Human Rights ol Ges> 0411100
(B) Social and Economic Sciences (6 Credit Hours) (820izo wlelw 6) aslaidVly aucloi=Vl pglell Jlxo (L)
- - 3 Psychology and Life dl=dly el ple 0132200
- - 3 Entrepreneurship &, wllpo 0143301
- - 3 Media and Public Relations dole)l wBMelly oMV 0162302
- - 3 Tourism and Archaeology SUVlg aslowdl 0561500
(C) Sciences, Technology, and Health (3 Credit Hours) (320i20 wlelw 3) axally acl,lly LixglaiSilly polell Jlxo (2)

- - 3 Sport and Health dally ol 0161303
- - 3 Environmental and Public Safety aolell aoMudly asul 0162305
- - 3 Science and Life dl=llg plell 0162306
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ooliio wllnio bl Cllioll | sasusoed! wleLull (au3ul6VI aslU) b3kl lgic (8,2l a2llL) sloll Olgic ssloJl o8,
Concurrent Prerequisite Cr. Hr. Course Title (English) Course Title (Arabic) Course No.
Compulsory Faculty Requirements (25 Credit Hours) (80uro aclw 25) ads)l uldbuo

- - 3 Mathematics (I) (1) wluol,Jl 0111101

- 0331202 2 Introduction to Programming* *azo, ]l (9 Aosso 0311203
0311203 - 1 Introduction to Programming Lab aeo | (09 dolbo ko 0311204
- 0311203 3 Object Oriented Programming &39SIl aseo I 0311205
0311205 - 1 Object Oriented Programming Lab a59iStl ol iz 0311206
- - 3 Discrete Mathematics aehsioll wluol)Jl 0312101
0331200 - 3 Computer Skills (Information Technology) (awiss) wewl=l wl)lpo 0331202
- 0121131 3 Communication Skills and Technical Writing el alislly JLasVl wl,lpo 0332602

- 0332602 3 Entrepreneurship and Professional Ethics apoll oL Vlg & syl &1, Laell 0334402

- 0311205 3 Data Structures* *o ULl oSl 0342102

Major Requirements (80 Credit Hours) (80iro aclw 80) oozl wldhio
(A) Compulsory Major Requirements (58 Credit Hours) (62020 acbw 58) &LVl paazsdl olllaio (1)

- 0312101 3 Digital Logic Design o))l shioll ououai 0312301

- 0311203 3 Visual Programming a5 0ll dseo,ul 0312201

- 0111101 3 Statistics and Probability OVloux>Vlg clax> ) 0312603

- 0111101 3 Numerical Analysis and Programming a=o,dlg Sxaell Jd=l 0312604

- 0342102 3 Algorithms Analysis and Design Olaoj,lezdl puouaig Jul=s 0313101

- 0312101 3 Theory of Computation wblusdl a,lhs 0313102

- 0342102 3 Artificial Intelligence wseliboVl (Sl 0313103

- 0342102 3 Computer Graphics Augwl=dl wlogw )l 0313104
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oolie wllnio bl Cllniol | sasusedl wleludl (ausud=sVI aslU) sslodl Wlgic (4,2l a2llL) 8sloll Vlgic sslol o8,
Concurrent Prerequisite Cr. Hr. Course Title (English) Course Title (Arabic) Course No.
(A) Compulsory Major Requirements (58 Credit Hours) (820520 dclw 58) @,V Lanzdl oldbio (1)

- 0313501 3 Internet Applications Development ooVl wleuli jehs 0313201
0313201 - 1 Internet Applications Development Lab ooVl wleuls jehi o 0313202
- 0312301 3 Computer Organization and Architecture wowl=l & losog pulnis 0313303

- 0313303 3 Computer Design vl ppoai 0313304

- 0311205 3 Database Management Systems WLl aclgd ol 8,ls) 0313501

- 0313501 3 Database Applications Wbl aclgd wlaulns 0313504

- 0312201 3 E-Commerce and Internet Programming iVl e g auiguSIVI 6, il 0313203

- 0332401 3 Systems Analysis and Design oVl ououaiy Jul= 0313502

- 0311205 3 Mobile Applications Development dgoxoll wlanbill 5ol 0314101

- 0313303 3 Operating Systems JRERPNY 0314301

- Pass 90 Cr.Hr. 3 Practical Training sdosl 0314701

- Pass 90 Cr.Hr. 3 Graduation Project 2ozl £9, k0 0314702

(B) Ancillary Major Requirements (13 Credit Hours) (32020 wlelw 13) slundl oozl wldlio (W)

- 0311205 3 Introduction to Software Engineering* *Olzeo | @Lwid 9 doiso 0332401

- 0312301 3 Computer Networks* *gow =l wlSow 0342401
0342401 1 Computer Networks Lab wow =l wlSes o 0342402
- 0342401 3 Wireless and Mobile Networks agozxolly @S LW Sl 0343403

- 0342401 3 Information Security and Privacy pswogasg wlogleall (ol 0343501




oobiio wlbio ol Clhnioll | saoisall wlelul (au3d=0V a2llL) sslall Ulgic (8,2l asllL) 85lodl lgic 8sloll 08,

Concurrent Prerequisite Cr. Hr. Course Title (English) Course Title (Arabic) Course No.

(C) Elective Major Requirements (9 Credit Hours) (330u=0 wlelw 9) &,z VI jaaxdl wldhis (=)

- 0111101 3 Linear Algebra sl =l 0311603

- 0312101 3 Operations Research Oldosl eo= 0312605

- 0311203 3 Multimedia Information Systems 33210l lailwgll anlail 0313503

- 0342102 3 Programming Languages Design ol wle) puonas 0314201

- 0342401 3 Cloud Computing aulxudl awe=ll 0314202

- 0314301 3 Parallel Computing and Distributed Systems acjgoll plailly ayslgiadl OLLW=I 0314302

- 0314301 3 Selected Topics in Computer Science wgwl=dl ple (59 8,lio Ruolgo 0314401

- 0332401 3 Human Computer Interaction wgwll go VLol Jeles 0332405

- 0332401 3 Software Project Management CICTSW I TR WV I SN | 0334401
Notes: U\
Community Service requirement is a mandatory requirement (10) hours of service. Aoas> wlelbw (10) gl S)L>] 2% wllio B9 (oizxol| @oas llaio

* This course must be successfully passed in order to advance to any of the
succeeding courses.

Louli csadl slgadl o Sl Jumes Jud 35ladl 04 (59 gl CJUall sde iy *



2015-2014 Lgwldl ple pawass NS Lwes,el Sl &, @slissiaw VI alasdl

oVl sl
JoVI aw Ll Juasdl
* ol sioll/ sludl clbaioll|wleLud] sac sladl ool | ds5lodl 03,
0161100 3 (1) au,el a2l JlaiVl wl,lbo | 0161101
0171100 3 (1) &=Vl a=lb LVl wllpo | 0121131
0331200* 3 (u85) wowl=l wllpo | 0331202
- 3 (1) ool Jl | 0111101
- 3 aghsioll wlol,Jl 0312101
15 ggoxoll
oVl il
W1 saw Ml asl|

* ol siadlf 8| olbasodl|oleLudl sae EX PN v i SN PN
0331202 2 oyl 89 @onso | 0311203
0311203* 1 ol (89 @olbo juixo | 0311204
0312101 3 oyl slaioll paowai | 0312301
0111101 3 WVloi>Vlg slax>Vl | 0312603
0121131 3 auall alslly JlaVl wllpo | 0332602
- 3 aubgll @l | 0161201

- 3 S,z asols wlhio

18 ggoxoll




56

auldl audl

JoVI wawl,Jl Juasdl

* ol siadl/ 8lud | olbasodl|olebudl sae EN PN 3sLoJl 09,
0311203 3 &y oll aseo,l 0312201
0311203 3 &9iuSJl azeo 0311205
0311205* 1 89Sl dxeo,dl ko 0311206
0312301 3 wgwl=l @y losog pulais 0313303
0111101 3 axo,dlg Soaell Jd=ill 0312604

- 3 S)lis] dzol> Lilbio
16 ggoxoll
sl el
Wl saw M Juasll

* ol 0/ sl wllaioll | leLud] sac ds3lol ool dslall 03,
0311205 3 bl uSLys 0342102
0313303 3 W=l puouai 0313304
0311205 3 bl acled ol 8,l5) 0313501
0312301 3 wewll ol 0342401
0342401* 1 wewll olSoi ko 0342402

3 S,)Lisl deols lhio
16 ggoxoll
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Bl aiwdl

JoVI awl,Jl Juasdl

* ol 5i0dl/ s ludl Wlaiell[olebud] sac sl ool 3ol o3,
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Advisory Study Plan for a Bachelor Degree in Computer Science 2014-2015

First Year

First Semester

Course Nov.i Course Title Cr. Hr. | Prerequisite/Concurrent*
0161101 | Arabic Communication Skills (1) 3 0161100
0121131 | English Communication Skills (1) 3 0171100
0331202 | Computer Skills (Information Technology) 3 0331200*
0111101 | Mathematics (I) 3 -

0312101 | Discrete Mathematics 3 -
Total 15
First Year
Second Semester

Course No. Course Title Cr. Hr. | Prerequisite/Concurrent*
0311203 | Introduction to Programming v 0331202
0311204 | Introduction to Programming Lab 1 0311203 *
0312301 | Digital Logic Design 3 0312101
0312603 | Statistics & Probability 3 0111101
0332602 | Communication Skills & Technical Writing | 3 0121131
0161201 | National Education 3 -

Elective University Requirement 3 -
Total 18
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Second Year

First Semester

Course No. Course Title Cr. Hr. | Prerequisite/Concurrent*
0312201 | Visual Programming 3 0311203
0311205 | Object Oriented Programming 3 0311203
0311206 | Object Oriented Programming Lab 1 0311205*
0313303 | Computer Organization & Architecture| 3 0312301
0312604 | Numerical Analysis & Programming 3 0111101
Elective University Requirement 3 -
Total 16
Second Year
Second Semester
Course No. Course Title Cr. Hr.| Prerequisite/Concurrent*
0342102 | Data Structures 3 0311205
0313304 | Computer Design 3 0313303
0313501 | Database Management Systems 3 0311205
0342401 | Computer Networks 3 0312301
0342402 | Computer Networks Lab 1 0342401 *
Elective University Requirement 3 -
Total 16




61

Third Year

First Semester

Course No. Course Title Cr. Hr. | Prerequisite/Concurrent*
0313203 | E-Commerce & Internet Programming 3 0312201
0313102 | Theory of Computation 3 0312101
0313104 | Computer Graphics 3 0342102
0313504 | Database Applications 3 0313501

Elective University Requirement 3

Elective Major Requirement 3} -

Total 18
Third Year
Second: Semester

Course No. Course Title Cr. Hn | Prerequisite/Concurrent*
0313201 | Internet Applications Development 3 0313501
0313202 | Internet Applications Development Lab| 1 0313201%*
0332401 | Introduction to Software Engineering 3 0311205
0343501 | Information Security & Privacy 3 0342401
0313101 | Algorithms Analysis & Design 3 0342102

Elective Major Requirement 3 -

Total
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Fourth Year

First Semester

Course No. Course Title Cr. Hr.| Prerequisite/Concurrent*
0313502 | Systems Analysis & Design 3 0332401
0313103 | Artificial Intelligence 3 0342102
0343403 | Wireless and Mobile Networks 3 0342401
0314702 | Graduation Project 3 Pass 90 Cr. Hr.
0314301 | Operating Systems 3 0313303
Total 15
Fourth Year
Second Semester
Course No. Course Title Cr. Hr. | Prerequisite/Concurrent*
0314101 | Mobile Applications Development 3 0311205
0334402 | Entrepreneurship & Professional Ethics | 3 0332602
0314701 | Practical Training 3 Pass 90 Cr. Hr.
0161200 | Military Sciences 3 -
Elective Major Requirement 3 -
Elective University Requirement 3
Total 18
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Advisory Study Plan for a Bachelor Degree in Computer Science 2014-2015

Advisory Flow Chart for 015 - 21 4
Faculty of Information Technology Computer Science quor N N

3 English Communication Discrete Mathematics Computer Skills Arabic Communication Mathematics (1)
2 Skills (1) 0121131 0312101 (Information Technology) Skills (1) 0161101 0111101
T = 0331202 ~—
8 E N —

- - -y R - -
s | E 4 ¢ ; . Y A ;¥
5 W Communication Skills Digital Logic Design Elective University ) - National Education)  Introduction to Introduction to Statistics &
£ & Technical Writing 0312301 1 Requirement 1 0161201 Programming | Programming Lab 1 Probability
T 0332602 = { | 0311203 0311204 I 0312603
5
(2]

7 e 1

- - -
b w I . X . 1 X . E ¥
o Computer Organization Elective University ) = Visual Programming Object Oriented | Opject Oriented Numerical Analysis
b & Architecture 1 Requirements 2 0312201 Programming | programming Lab| and Programming
£ 0313303 I 1 \ 0311205 0311206 0312604
(2]

£ N

glwal ! Computer Design ) Computer Networks) Computer Networks Database Management . 3
S 1 0313304 0342401 Lab 0342402 1 Systems

t 1 0313501

3 1 a

E-Commerce &
Computation Internet Programming
0313102 0313203

Elective Major
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Sem 2 (16 Cr. Hr)

Operating Systems Wireless & Mobile Graduation Project Systems Analysis Artificial Intelligence
0314301 Networks 0314702 & Design 0313502 0313103
Elective Major Military Sciences

Requirement 3 0161200

0343403

Entrepreneurship & Practical Training Elective University Mobile Applications
Professional Ethics 0314701 Requirement 5 Development
0334402 0314101

Sem 2 (18 Cr. Hr.)

Information Security & Internet Applications Internet Applications Introduction to
Privacy 0343501 Development Lab Development Software Engineering

v

Data Structures Elective University
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D —

)

Computer Graphics Elective University

0313104 Requirement 4
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Courses Offered by the Department Computer Science

Wl ple pund lgoris sl slgoll

oolio walbie Bladl Clhioll | olebuwl sac (au3ul=0Vl a2lL) 8slall Olgic (&, a2llL) 8sloll Olgic 8slall o8,
Concurrent Prerequisite Cr. Hr. Course Title (English) Course Title (Arabic) Course No.
- 0331202 2 Introduction to Programming* *az0,Jl (89 Qolrbo 0311203
0311203 - 1 Introduction to Programming Lab o, (09 dodso juiko 0311204
- 0311203 3 Object Oriented Programming a595,SJ @xeo 0311205
0311205 - 1 Object Oriented Programming Lab a5giuSI| dzo | Huizo 0311206
- - 3 Discrete Mathematics aehsiodl wluol,,Jl 0312101

- 0312101 3 Digital Logic Design w9l shioll paoas 0312301

- 0311203 3 Visual Programming & ,0ll dseo,ul 0312201

- 0111101 3 Statistics and Probability OVloix>Vlg clax>) 0312603

- 0111101 3 Numerical Analysis and Programming ao,Jly Sxaell Jd=il 0312604

- 0342102 3 Algorithms Analysis and Design Wlo,lezdl punouaig Jud=i 0313101

- 0312101 3 Theory of Computation wblusdl a,,khs 0313102

- 0342102 3 Artificial Intelligence eVl Sl 0313103

- 0342102 3 Computer Graphics augwl=dl wlogw )l 0313104

- 0313501 3 Internet Applications Development ooV wleudi gl 0313201
0313201 - 1 Internet Applications Development Lab ooVl wleudas gl uiso 0313202
- 0312301 3 Computer Organization and Architecture wow =2l & )lomog oulais 0313303

- 0313303 3 Computer Design wowl=dl puoas 0313304

- 0311205 3 Database Management Systems WLl aclgd olas 8,l5] 0313501

- 0313501 3 Database Applications ULl aclgd wlauls 0313504
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ool wlhio | @iludl wlhioll | wlebudl sac (ausdzuVl @2lL) 8sloll Olgic (au,e)l @a2lL) 8sloll Olgic 8sloJl o8,
Concurrent Prerequisite Cr. Hr. Course Title (English) Course Title (Arabic) Course No.
- 0312201 3 E-Commerce and Internet Programming o0V 8o 9 @ug uSIVI 8=l 0313203

- 0332401 3 Systems Analysis and Design aoluVl ooy Jul= 0313502

- 0311205 3 Mobile Applications Development &goxoll wlaunill gk 0314101

- 0313303 3 Operating Systems sl ol 0314301

- Pass 90 Cr.Hr. 3 Practical Training o)l iyl 0314701

- Pass 90 Cr.Hr. 3 Graduation Project el g9 ,niu0 0314702

- 0111101 3 Linear Algebra oozl =l 0311603

- 0312101 3 Operations Research ldosl Go=y 0312605

- 0311203 3 Multimedia Information Systems b5l bilwgll @kl 0313503

- 0342102 3 Programming Languages Design do,ll wle) puouas 0314201

- 0342401 3 Cloud Computing alud] awg=ll 0314202

- 0314301 3 Parallel Computing and Distributed Systems ac;ooll pdaidly @5lgsiodl OLLw=I 0314302

- 0314301 3 Selected Topics in'Computer Science Lol ple (08 8,lixo guolgo 0314401

Total Hours: 89 Credit Hours

doiso aclw 89 :ulclull g 9oxo
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Short Description for the Study Plan for Computer Science

0111101 Mathematics (I) {3} [3-3]

Review of Basic Algebra; Functions, Limits and Continuity; Derivatives of Algebraic,
Trigonometric, Exponential and Logarithmic Functions; Graphs; Related Rates
Problems; Maximum-minimum Problems; Indefinite Integral; Definite Integral and
Applications with Emphasis on Engineering and Pharmacy models.

Prerequisite: None

0311203 Introduction to Programming {2} [2-2]

Introduction to Computers, Programming, and Java; Elementary Programming:
Identifiers, Constants, Variables, Assignment Statements and Expressions, Data
Types, Operators, Numeric Type Conversions; Selection Statements: Boolean Expres-
sions, If Statements, Logical Operators, Switch Statement, Conditional Operator;
Mathematical Functions, Characters, and Strings; Loops: while Loop, do-while Loop,
for Loop; Arrays; Methods.

Prerequisite: 0331202 Computer Skills (Information Technology)

0311204 Introduction to Programming Lab {1} [1-2]

Laboratory sessions on the different aspects and topics of programming using Java:
Elementary Programming: Identifiers, Constants, Variables, Assignment Statements
and Expressions, Data Types, Operators, Numeric Type Conversions; Selection State-
ments: Boolean Expressions, If Statements, Logical Operators, Switch Statement,
Conditional Operator; Mathematical Functions, Characters, and Strings; Loops: while
Loop, do-while Loop, for Loop; Arrays; Methods.

Concurrent: 0311203 Introduction to programming
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0311205 Object Oriented Programming {3} [3-3]

Introduction to Object Oriented Programming concepts using JAVA language: Class-
es, Objects, Constructors, Overloading Methods, Encapsulation, Packages; Relation-
ships between Classes: Composition, Inheritance: Overriding, Polymorphism;
Abstract classes and Interfaces; introduction to GUI programming.

Prerequisite: 0311203 Introduction to Programming

0311206 Object Oriented Programming Lab {1} [1-2]

The students in this lab apply the concept of Object Oriented Programming using
JAVA language: Classes, Objects, Constructors, Overloading Methods, Encapsula-
tion, Packages; Relationships between Classes: Composition, Inheritance: Overrid-
ing, Polymorphism; Abstract classes and Interfaces; introduction to GUI program-
ming.

Concurrent: 0311205 Object Oriented Programming

0312101 Discrete Mathematics {3} [3-3]

Logic; Sets; Relations; Functions; Sequences; Induction and Recursion; Counting
Techniques, Graphs: Euler Cycles, Hamilton Cycles; Trees; Maple Labs.

Prerequisite: None

0331202 Computer Skills (Information Technology) {3} [3-3]

Introduction to Computers, Programming, and C# Programming; Introduction to
Problem Solving Using Flow Charts; Introduction to Programming: Identifiers, Varia-
bles, Assignment Statements and Expressions, Data Types, Operators, Type Conver-
sions; Selection Statements: Boolean Expressions, If Statements, Logical Operators,
Switch Statement, Conditional Operator; Loops: while Loop, do-while Loop, for Loop;
Arrays.

Concurrent: 0331200 Remedial Computer Skills
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0332602 Communication Skills and Technical Writing {3} [3-3]

Basics of Communication Skills: Communication Process, Language as a Tool of
Communication, Verbal and Non-Verbal Communication, Barriers to Communication;
Listening Skills: Types of Listening, Barriers to Effective Listening; Speaking Skills:
Strategies for Developing Speaking Skills, Barriers to Effective Speaking, Types of
Speaking, Effective Presentation Strategies; Reading Skills: Reading Techniques,
Reading Comprehension; Writing Skills: Attributes of Technical Writing, Benefits of
Technical Writing, Types of Writing, Research Papers, Technical Reports, Job Applica-
tion.

Prerequisite: 0121131 English Communication skills (1)

0334402 Entrepreneurship and Professional Ethics {3} [3-3]

The Entrepreneurial Process; Recognizing Opportunities and Generating Ideas; Feasi-
bility Analysis; Developing an Effective Business Model; Industry and Competitor
Analysis; Writing a Business Plan; The Importance of Business Ethics; Stakeholder
Relationships, Social Responsibility, and Corporate Governance; Ethical Decision
Making and Ethical Leadership; Organizational Factors: The Role of Ethical Culture
and Relationships; Case studies.

Prerequisite: 0332602 Communication"Skills and Technical Writing

0342102 Data Structures {3} [3-3]

Lists: Static Allocation, Dynamic Allocation; Stacks: Static Implementation, Linked
Implementation, Operations, Applications; Recursion: Applications, Program Stack;
Queues: Static Implementation, Linked Implementation, Operations, Applications;
Binary Search Trees: Traversal, Search, Add and Delete Operations; Files: Input,
Output; Graphs: Traversal, Adjacency Matrix, Adjacency List.

Prerequisite: 0311205 Object Oriented Programming
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0312301 Digital Logic Design {3} [3-3]

Binary Data Representation; Boolean Algebra; Boolean Function Minimization; Combi-
national Circuits: Adders, Subtractors, Coders, Comparators, Multiplexers, De-multi-
plexers; Sequential circuits: Flip-Flops, Registers, Counters.

Prerequisite: 0312101 Discrete Mathematics

0312201 Visual Programming {3} [3-3]

Visual C#: GUIs design; Control Statements (Selection and Iteration); Data Valida-
tion and Error Trapping; Methods; Arrays; File Access; Database Access.
Prerequisite: 0311203 Introduction to programming

0312603 Statistics and Probability {3} [3-3]

Sampling; Organizing Data; Descriptive Measures; Probability: Rules of Probability,
Bay's Theorem; Counting Rules; Discrete Random Variables; Distributions: Binomial,
Hyper-geometric, Poisson, Normal; Confidence Intervals ; Regression and Correla-
tion; Applications using Software Packages.

Prerequisite: 0111101 Mathematics (I)

0312604 Numerical Analysis and Programming {3} [3-3]

Error Analysis; Solutions of Equations in One Variable; Interpolation and Polynomial
Approximation; Numerical Integration; Numerical Derivation; Direct and iterative
Methods for Solving Linear Systems and Applications to Real World Problems; Maple
Implementations of Algorithms Studied.

Prerequisite: 0111101 Mathematics (I)

0313101 Algorithm Analysis and Design {3} [3-3]
Algorithm Analysis Techniques; Searching Algorithms; Sorting Algorithms Linear and
non linear; Dynamic Programming; Asymptotic notation; NP-completeness; Graphs
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Algorithms: Depth First Search, Breath First Search, Minimum Spanning Trees,
Kruskal algorithm, Prem’s algorithm, and Djikstra algorithm.
Prerequisite: 0342102 Data Structures

0313102 Theory of Computation {3} [3-3]

Deterministic and Non-Deterministic Finite Automata; Regular Expressions; Regular
Languages; Closure Properties of Regular Languages; Context Free Languages and
Grammars; Pushdown Automata; Closure properties of Context Free Languages;
Turing Machine.

Prerequisite: 0312101 Discrete Mathematics

0313103 Artificial Intelligence {3} [3-3]

Artificial Intelligence Applications; Intelligent Agent Systems; Searching Techniques
for Problem Solving; Production Systems; Knowledge Representation Techniques;
PROLOG; Neural Networks.

Prerequisites: 0342102 Data Structures

0313104 Computer Graphics {3} [3-3]

Graphics Hardware; Basic Drawing Algorithms; 2-D Transformations; Windowing and
Clipping; Interactive Input Devices; Curves and Surfaces; 3-D Transformations and
Viewing; Shading and Color Models; Illumination Models; Image Synthesis; Comput-
er Animation.

Prerequisite: 0342102 Data Structures

0313201 Internet Applications Development {3} [3-3]

This course aims to introduce to the students how to build a dynamic, interactive and
custom tailored web applications using HTML; Java Programming: SERVLETS, JSPs;
SQL Language through JDBC; Advanced Topics: JAVA SESSIONS, JAVA BEANS,
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COOKIES.
Prerequisite: 0313501 Database Management Systems

0313202 Internet Applications Development Lab {1} [1-2]

The student practices to work under an IDE (Integrated Development Environment)
i.e NETBEANS; HTML; Java Programming: SERVLETS, JSPs; SQL Language through
JDBC; Advanced Topics: JAVA SESSIONS, JAVA BEANS, COOKIES.

Concurrent: 0313201 Internet Applications Development.

0313303 Computer Organization and Architecture {3} [3-3]

Studying x86 architecture using Assembly Language; Variables and Registers;
Arithmetic Instructions; Selection Structures; Iterative Structures; Logic Operations
Instructions; Procedures and Macros; Arrays; Strings.

Prerequisite: 0312301 Digital Logic Design

0313304 Computer Design {3} [3-3]

Programming with MIPS; Arithmetic Logic Unit Design; Control Unit Design; Proces-
sors with Pipelines; Pipleline Hazards; Memory Design: Cache Memory, Virtual
Memory; Multiprocessor System Design.

Prerequisite: 0313303 Computer Organization and Architecture

0313501 Database Management Systems {3 } [3-3]

Database Concepts; Database Design Methodologies; Data Modelling using ER and
EER; Database Integrity Constraints; Relational Model: Relational algebra, Relational
Calculus; Functional Dependencies and Normalization; Structural Query Language
(SQL).

Prerequisite: 0311205 Object Oriented Programming



85

0313504 Database Applications {3} [3-3]

Database Management Systems Protection and Security Functions; Views; Transac-
tion Management; Concurrency Control and Serialisability; Database Recovery;
Database integrity; Rapid Application Development for Database Systems using
CASE tools and 4GLs; PL/SQL Programming.

Prerequisite: 0313501 Database Management Systems

0313203 e-Commerce and Internet Programming {3} [3-3]

Overview of the Microsoft Internet Development Platform; DOT NET Concepts &
Visual Studio; Overview of the Basic HTML Notation; Client-side Scripting Using
VBScript (Main Focus) and JavaScript; Server-side Scripting Using ASP.NET: Web
Form Concepts, HTML Controls, Web Controls, Validation, and Rich Controls;
Database Access Using ADO.NET; Data Binding;

Prerequisite: 0312201 Visual Programming

0313502 Systems Analysis and Design {3 } [3-3]

Introduction to systems development; System development life cycle; System Devel-
opment feasibility; Development of fact finding methods; Context diagram; Data
flow diagram; Decision tables and trees; Data dictionary; Installation; Training;
Development Tools: Documentation, Maintenance, Conceptual design, DB design,
Reverse engineering, Graphical user interface, , System conversion, System charts
and flow of control.

Prerequisite: 0332401 Introduction to Software Engineering

0314101 Mobile Applications Development {3} [3-3]
Understand Mobile Application Platform; Develop a User Interface Using Certain
Types of Controls; Explore User Input, Variables, and Operations; Using Lists, Arrays,
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and Web Browsers in Mobile Applications; Adding Audio Such as Music; Create
Applications that Requests Data, Stores it, and then Modifies that Data to Produce a
Result Throughout Multiple Activities.

Prerequisite: 0311205 Object Oriented Programming

0314301 Operating Systems {3} [3-3]

Fundamental Concepts of Operating Systems; Evolution of Operating System;
Operating System Structure; Process: Process Management, Inter-process Communi-
cation, Process Scheduling, Deadlocks, Process Synchronization; Memory Manage-
ment; File System Management; I/O Management; Secondary Storage Manage-
ment; Case Studies.

Prerequisite: 0313303 Computer Organization & Architecture

0314701 Practical Field Training {3} [8 Continuous Weeks]

Engage students in real-life activities that require to apply the theoretical knowledge
which has been learned in the courses; Students have eight-consecutive-week
training in IT organization; Assessment is based upon reports of performance submit-
ted from the student and the trainers.

Prerequisite: Pass 90 Credit Hours

0314702 Graduation project [3-3]

Students (in groups) develop a significant software system employing knowledge
gained in previously taken courses; The project will be evaluated by a committee of
faculty members.

Prerequisite: Pass 90 Credit Hours

0332401 Introduction to Software Engineering {3} [3-3]
System development life cycle: Waterfall, Prototype, Incremental, and Spiral; Princi-
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ples of software engineering: Requirements design and testing; Review of principles
of object orientation; Object oriented analysis using UML; Behavioral UML diagrams:
Use case, Sequence, Activity, and State diagrams; Structural UML diagrams: Object,
Class, and Package diagrams; Object Oriented Design: Abstraction, coupling,
cohesion, decomposition, encapsulation, separation of interface, and implementa-
tion; Introduction to Software Architecture; Introduction to Design patterns.
Prerequisite: 0311205 Object-oriented Programming

0342401 Computer Networks {3} [3-3]

Exploring the Network: Uses of Computer Networks, Network Hardware, Reference
Model; Physical Layer: Transmission Media, Signaling, Network Topologies; Data Link
Layer: Framing, Error Control, Error Detection and Correction, Medium Access
Control Layer; Ethernet: Ethernet at the Physical Layer, Ethernet at the Data Link
Layer, Ethernet Frame Format, MAC Addressing, CSMA/CD; Network Layer: Layer 3
Addressing, Routing, IP Protocol, NATing; Transport Layer: TCP, UDP, Layer 4
Addressing; Application Layer: HTTP, FTP, SMTP, POP, IMAP, DHCP, DNS.
Prerequisite: 0312301 Digital Logic Design

0342402 Computer Networks Lab {1} [1-2]

Build the Network and Configure Basic Device Settings; Configure Switches with
VLANSs; Configure Static and Dynamic Routing; Configure a DHCPv4 Server and a
DHCP Relay Agent; Configure NATing; Examine the Basic Commands on a PC.
Concurrent: 0342401 Computer Networks

0343403 Wireless and Mobile Networks {33} [3-3]

Architecture and Applications of Wireless Networks: Cellular, WLANs, Sensor
Networks, Mobile Networks and Intermittently Connected Mobile Networks; Key
Concepts and Techniques of Physical Layer Wireless and Mobile Communications:
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Radio Propagation Modeling, Digital Modulation Schemes and Coding Techniques;
Analyze Medium Access and Resource Allocation Techniques; Analyze Network and
Transport Layers Protocols; Managing Mobility in Cellular Networks; Wireless and
Mobility Impact on Higher-Layers Protocols.
Prerequisite: 0342401 Computer Networks

0343501 Information Security and Privacy {3} [3-3]

Types of Information Security: Confidentiality, Safety and Availability; Vulnerability
Assessment; Monitoring Information Security; Security Threats; Principles of Design,
Implementation and Management of Safe Computer Systems; Encryption
Algorithms; Firewalls; Security of The Operating System; Control Access to System
Resources; Virtual Private Networks (VPN).

Prerequisite: 0342401 Computer Networks

0311603 Linear Algebra {3} [3-3]

Systems of linear equations; Homogeneous and Non Homogeneous systems and
solutions; Matrices; Determinants; Vector spaces; Linear Transformations and their
properties; Vector spaces; Eigenvalues and Eigenvectors; Applications using
Software Packages.

Prerequisite: 0111101 Mathematics (I)

0312605 Operations Research {3} [3-3]

Linear Programming; Geometry of Linear Programming Problem; Simplex Method
and Duality; Sensitivity Analysis; Transportation;; Game theory ; Applications using
Software Packages.

Prerequisite: 0312101 Discrete Mathematics
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0313503 Multimedia Information Systems {3} [3-3]

Introduction to the theoretical concepts of digital media; Stages of a multimedia
project; Images; Digital Information Representation, Analog vs Digital Media, Bits
Basic Concepts, Digital Images, Bitmap vs Vector; Digital Color Representation;
encoding and decoding concepts; different types of digital media compression
techniques; file formats; Text; typeface, hypermedia, hypertext, anchors, nodes;
Capturing Images by Digital Photography; Digital Video Standards; Shooting and
Editing Video.

Prerequisite: 0311203 Introduction to Programming

0314201 Programming Language Design {3} [3-3]

Advanced Concepts of Programming Languages Design; Programming Languages
Paradigms: Functional, Logical, Object Oriented, Structured; Language Evaluation
Criteria; Translators; Language Design Trade-offs; Data Abstraction; Static and
Dynamic Binding; Data Type Checking; Variables Scope Definition; Subprograms;
Implementing Subprograms; Case studies of some existing programming languages.
Prerequisite: 0342102 Data Structures

0314202 Cloud Computing {3} [3-3]

Cloud computing technologies: Software as a Service (SaaS), Amazon Elastic Cloud,
Microsoft Azure, Google App Engine, and a few other offerings. Cloud protocols:
APIs used in the Amazon and Microsoft Clouds, RESTful Web services, and
Cloud-based messaging and workflow services to construct new applications.
Migrate existing applications into the Cloud, by navigating through phases such as
creation of a private Cloud; attaching, in a secure fashion, the private Cloud to the
public Cloud; and provisioning and maintaining resources in the public Cloud.
Prerequisite: 0342401 Computer Network
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0314302 Parallel Computing and Distributed Systems {3} [3-3]
Introduction to Distributed Systems; Network and Communication Basics; Client
Server System: Design and Implementation Issues; Naming Systems; Synchroniza-
tion in Distributed Systems; Transactions and Concurrency Control; Replication
Consistency Models; Fault Tolerance.

Prerequisite: 0314301 Operating Systems

0314401 Selected Topics in Computer Science {3} [3-3]

The most recent technological topics in computer science that are not covered in
other courses in the program plan.

Prerequisite: 0314301 Operating Systems

0332405 Human Computer Interaction {3} [3-3]

Introduction to Human Computer Interaction; design, implementation and evalua-
tion of interactive computing system for human use; Ergonomics; Components of an
interactive system; The Human; Input-output channels, the eye, hearing, touch,
smell, taste, movement, memory; The computer: Interacting with computers, Virtual
reality concept, Virtual reality HW/SW, Virtual reality applications; Interaction Design
Activities; Universal design principles; Non-traditional interfaces; Haptic user interfac-
es, Gesture interfaces, Locomotion interfaces, Auditory interfaces, Speech user
interfaces, Interactive voice response interfaces, Olfactory interfaces, Taste interfac-
es, Small-screen interfaces, Multimode interfaces.

Prerequisite: 0332401 Introduction to Software Engineering

0334401 Software Project Management {3} [3-3]

The Nature of Information Technology Projects; Project Methodologies and Process-
es; Measurable Organizational Value and the Business; Project planning: Project
infrastructure, Scope and the work breakdown structure, the schedule and budget;
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Managing Project Risk; Managing Stakeholders and Communication; Managing
Project Quality; Leading the Project Team; Managing Organizational Change, Resist-
ance, and Conflict; Project Completion.

Prerequisite: 0332401 Introduction to Software Engineering



Hunopll awaim awo
Department of Software
a Engineering

(Ubaopl Gwaim) wno puglgllsdl dajo :polip

92



93

ubnopll dwaim

:Ubnopl dwaim mA
wowasall e 63w

Jd=i o JS Gowais ally wliseo ! clisly Huglai 8,900 pipy gpio 98 Wlo,dl dLwiid
A Olbzodl dwria wbslaidl 6)lsls. &lually JLisVly bl puoaillycolllaioll
&Ssbwo ,\QML:J d9.> \_s\_wl_wl JS_uu)gzo.ug w L.J.L> Lo..a.x: Ol dl dbwrid [§7=P-11]
> oo Aled g 8392l Ale Qumeon Jol> (Brid dwaiplly Wlolylly Cowll psle

Jledg braing (sxpio welwl ez JSLine) aalsill

oy slall palaidl 8,ls aslse Jsa a2 2006 sle Glixord] duwdid pantd punnls
o @bl Olug Olooydl @i 8 GwenslSll aie) by sleicl e (solsll
:2006-2007 eyl plall oo JoVI Las)l glho (58 ol

aJlw,Jl

Lwiid Jlxo 9 wlixiwolly whiehidl ' Slgs aclul asn 89 junin pudei .9g5
Wl>yxo (389 ,Lolley ld=o slaicVl wldlaing 8392l Lo sulee (suly loy ,Wlizo !
Gzl 3809 ,usdxoll goizodl 2o Wolill 5529 , ol Bgw WsLi>Y aniles 6592l @ dle

wswolell

Olaxo | duwrid 15k
lxoydl bt @waigll éSsbo gk oo ¢ IEEE dnbio a8y25 WS ool @wiid

(Sy3l @l oo 8593l adle Glsoy pohi) dwaigdl Ssbe (subi 98 o3 (sumou
ok ououai (Jud=id wlizo | dwiid Sslo Gudai e Joguodl 98 Wlizo | pwiipo



94

(2ol 8b> 89> o) Wlxo | &lo 9

S Ol lage Lol g 0l iy 0lizopdl dawdidg owll psle ou blsy pasd
S osde Bl Mgl Csle 55 cowlsdl pole amo,dl ohlps 0l Graaill
sl 55 olmond] dwiid lory ccaclaoVl (Sl ol old) woloylozdl Jliall

low <éuzn )l @iVl (ode snisi gl eIl (58 Lpilumwios LpilS i sazn wlebuall JS
wily cwlizo,udl sl S5y sl WS idl  olixosdl Gwiid paaxs (e wdbll o a5
padi go logas «lxomdl dwiid sl plaziwV Juoi sl b sVl sl L)
(PSVES NP JER PRGBSI

sy WVlxo grox> 8 Josll Vgsihiiuwy wlhzosdl sawripo (Wlzxoydl sk @iy 9
bo 118 .Lpxiluos axoyully 83552l Glows 9 owoard] colllniodl Julzo :lpad Loy Slxo,!
Olzeo,dl ughi dslsisll ©Vlxoll plags (58 Josl) Jpwl ppoldl Jex

Josll Uo,99 Aulusiwnol] HLBYI

elbd 2ilsr o i IS 9 Wb Gilbgll Sl o wlixopdl Gwiipo asyby juis
ole aoslall olS,idls Shoxoydl (aiio gaomr cUiSs aweml Glisn dsipell Jlocl
JlacVl Glokiog sVl cowlsdl 8)ls]s cduogSall ol adaVl wloglaal Sl iVl
lacwiolly ol 1S e Joidly Ulalall WIS ,uivg «pghailly el Wl yaios i uSIVI
auloelly ayaill Colg=l Wlzo,dl (sowripo pipy .wlogleoll dusiy (susi (sl ducliall
on @ il Olsodl phaid (seloazVl Vg aalSdl o S wlhioyl LisgloisSs

slaslly alesll

i) Ldgiiwg logs Jle JSin oaldio wlxoy wowiige (sl axldl b o s
Wlogleall ausis Wlxo,l dclio (9 acgiin duaiby 0,9 Wlixo,dl dwid zwoly



ruesedl 0dd Jeudig

Olxoy soho
Olbo,dl &,loso yuipo @

Olxo oo

Olxoy ol Jxo o

Olexoy paxd ywipo
Wlixo,udl 856> Ulos wipo ©
Olxoy @leo yuiipo @

Ol g9 0 o @




96

Oliseo | 8w did Loz B8 Lusd Wl @55 sle Jsuasd ]l wldbie pasde

The Requirements daoisall wlelull wldhbioll
1-University Requirements Aol wldbio-1
Compulsory University Requirements 12 Ll asols wldlio
Elective University Requirements (Humanities) 6 (&l Yl pglell) ay,luz| asols wldlhio
Elective University Requirements (Social and Economic Sciences) 6 (aus3laidVly acloixVl pglell) @yl asols wldlnio
Elective University Requirements (Sciences, Technology, and Health) 3 (azally acl)3llg Li>glgiSilly pglell) ay,lus| asols wldlhio
Total 27 €g9o=xoll
2-Faculty Requirements aJsJl uldlio-2
Compulsory Faculty Requirements 25 &y, ads wldlio
Total 25 g9oxoll
3-Major Requirements wvawasall wlldbuo-3
Compulsory Major Requirements 30 a, LVl paazx wldhio
Ancillary Major Requirements 41 8 1buoll Loz wldhio
Elective Major Requirements 9 a,lsVl aaz wldlie
Total 80 g9oxoll
Grand Total 132 NSJI g g.0x0ll
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Requirements for a Bachelor Degree in Software Engineering

Ubnopl dwaim panal g puglgiisll daja wlce goall Gwhio

oolio cllaio Gludl Cllhinll | baoisoll wleludl (a5d=sVI a2ll) 8sloll Llgic (a2l aallly) ésloll Llgic 3sloll 08,
Concurrent Prerequisite Cr. Hr. Course Title (English) Course Title (Arabic) Course No.
Compulsory University Requirements (12 Credit Hours) (60ieo aclw 12) au,l>| asol> Wllduo
- 0161100 3 Arabic Communication Skills (1) (1) au,el a=lll JLaiVl wl)lpo 0161101
- - 3 Military Sciences ay, Sl pglell 0161200
- - 3 National Education auilogll @y, 0161201
- 0171100 3 English Communication Skills (1) (1) ad=Vl aelll JLaiVl wl,lpo 0121131
Elective University Requirements (15 Credit Hours) (da0izo aclw 15) @,z | azol> Wldhkiio
(A) Humanities (6 Credit Hours) (32020 wlelw 6) bVl pglell Jlso (1)
- 0121131 3 English Communication Skills (2) (2) aud=Vl aelll JLaiVl wl,lpo 0152102
- - 3 Islamic Culture oMWVl aslasll 0161300
- 0161101 3 Arabic Communication Skills (2) (2) au,el aelll JLaiVl wl)lpo 0162102
- - 3 History of Jordan and Palestine ol s,V Ul 0162301
- - 3 Human Rights ol )l Gga> 0411100
(B) Social and Economic Sciences (6 Credit Hours) (330u20 wlelw 6) @slaidVly ducloixVl polell Jlxo (o)
- - 3 Psychology and Life 3=l el ple 0132200
- - 3 Entrepreneurship asl, ollpo 0143301
- - 3 Media and Public Relations olell wBMely oMV 0162302
- - 3 Tourism and Archaeology SVIg aslowdl 0561500
(C) Sciences, Technology, and Health (3 Credit Hours) (83020 wleclw 3) axally acl,jlly L>gleiSilly polell o ()

- - 3 Sport and Health deally aoly)ll 0161303
- - 3 Environmental and Public Safety Qolel aoMudly il 0162305
- - 3 Science and Life 3=y ol 0162306
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oolsie wllaio Ll Cllioll | baoisell olebudl (ausz0Vl @alL) 8sloll wlgic (aw,2)l aslL) 8sloll Olgic ssloJl o8,
Concurrent Prerequisite Cr. Hr. Course Title (English) Course Title (Arabic) Course No.
Compulsory Faculty Requirements (25 Credit Hours) (6d0iso aclw 25) adsll wldbkuo

- - 3 Mathematics (1) (1) wluol,Jl 0111101
- 0331202 2 Introduction to Programming* *azo | (89 dorsio 0311203
0311203 - 1 Introduction to Programming Lab a0 il (59 Qoado yuiko 0311204
- 0311203 3 Object Oriented Programming awgiuSJl axo, | 0311205
0311205 - 1 Object Oriented Programming Lab ai9iSJl a0l o 0311206
- - 3 Discrete Mathematics ashasoll wluol,Jl 0312101
0331200 - 3 Computer Skills (Information Technology) (auis5) wewll ol)lpo 0331202
- 0121131 3 Communication Skills and Technical Writing auiell aLsly JlaiVl wl)lpo 0332602
- 0332602 3 Entrepreneurship and Professional Ethics auipoll ©L3MsVlg a5l &), Lisell 0334402
- 0311205 3 Data Structures* *&GLJl Sl 0342102
Major Requirements (80 Credit Hours) (3a0izo aclw 80) yaouwa=ildl wldbkio
(A) Compulsory Major Requirements (30 Credit Hours) (820520 dclw 30) &,V Lansdl oldbio (1)
- 0311205 3 Introduction to Software Engineering* *Olseo )l @Lwiid 9 dolso 0332401
- 0332401 3 Requirements Engineering wlslasVl awrs 0332402
- 0332401 3 Software Construction & Documentation lps.5gi 9 Wliseo,dl jughi 0332403
0332403 - 1 Software Construction & Documentation Lab Lpsbei 9 Whseo,dl gl o 0332404
- 0332401 3 Human Computer Interaction wowl=dl go WLVl Jelos 0332405
- 0332401 3 Software Testing & Quality Assurance Lesise> Ulows 9 Wlhizo,dl Laxd 0333401
0333401 - 1 Software Testing & Quality Assurance Lab lpidg> Ulowo 9 Whixo,Jl Laxd o 0333402
- 0332403 3 Software Design and Architecture LpdSd 9 Wl | puouns 0333403
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oolsio wlbio @bl Cllniol | sasumed! wleLull (ausulsVI aelb) 8slal Olgic (a2l a2lll) 8slall Olgic 8sloJl o,
Concurrent Prerequisite Cr. Hr. Course Title (English) Course Title (Arabic) Course No.
Compulsory Faculty Requirements (25 Credit Hours) (danizo aclw 25) aJsll uldhbio
0333403 - 1 Software Design and Architecture Lab LadSud 9 wliso, | puouai juio 0333404

- 0332401 3 Software Project Management ol &, Lol 85s) 0334401

- aclw 90 ;L 3 Practical Training o)l oyl 0334701

- aclw 90 ;L 3 Graduation Project o3l g9 ,in0 0334702

(B) Ancillary Major Requirements (41 Credit Hours) (320u20 wlelw 41) 635wl aaxdl wldlhio (V)

- 0311203 3 Visual Programming & ,0ll dzo 0312201

- 0312101 3 Digital Logic Design ol shioll paouai 0312301

- 0111101 3 Statistics and Probability OYloix>Vlg clax> ) 0312603

- 0111101 3 Numerical Analysis and Programming a=0,dlg Sxaell =l 0312604

- 0342102 3 Algorithms Analysis and Design Olos,lezdl puoai 9 Jud=i 0313101

- 0313501 3 Internet Applications Development ooVl wleus jghi 0313201
0313201 - 1 Internet Applications Development Lab ooVl wleuli e o 0313202
- 0312301 3 Computer Organization and Architecture woaw =l &y )loso 9 pulnis 0313303

- 0311205 3 Database Management Systems WLl aclgd ol 8ls] 0313501

- 0312201 3 E-Commerce and Internet Programming oVl asen g @uug,uSIVI 6, il 0313203

- 0332401 3 Systems Analysis and Design oVl ounuaiy Jul=s 0313502

- 0313501 3 Database Applications ULl acled wlsuls 0313504

- 0313303 3 Operating Systems Jusasdl plas 0314301
0312301 3 Computer Networks * *oowll wlSos 0342401

0342401 - 1 Computer Networks Lab gl OlSiw e 0342402




oolyio wllaio bl il | saaisall oleLul (&l @2lb) 8sloll Olgic (a2l @2l0L) 8slall Llgic dsloJl o8,
Concurrent Prerequisite Cr. Hr. Course Title (English) Course Title (Arabic) Course No.
(C) Elective Major Requirements (9 Credit Hours) (830u20 wlclbw 9) @,V Laazdl oldhic (=)

- 0111101 3 Linear Algebra NENCE/PVES) 0311603

- 0312101 3 Operations Research Oldos)l woxy 0312605

- 0312101 3 Theory of Computation wbluxdl &,k 0313102

- 0311203 3 Multimedia Information Systems dsazi0ll oLl aolal 0313503

- 0311205 3 Mobile Applications Development Agozxodl Oliudail jghi 0314101

- 0342401 3 Cloud Computing auleud! el 0314202

- 0332401 3 Engineering Economics dwipll wbslasdl 0332601

- 0332401 3 Software Maintenance Olxo,l &lo 0334403

- 0342401 3 Information Security and Privacy lpinogasy wlogleoll ool 0343501

- 0332403 3 Selected Topics in Software Engineering Olzo, | dwiid (9 8,lio Ruolgo 0334408
Notes: olb>Vo
Community Service requirement is a mandatory requirement (10) hours of service. WAoo wlelw (10) gdloy S)l>] 2z wlhin sd9 (goizxoll d4oas> Llhio
*This course must be successfully passed in order to advance to any of the Lol (sl slgodl o Sl uzeuns Ju8 85lodl 0id 8 glaadl LIl (sde ey *

succeeding courses.
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Advisory Study Plan for a Bachelor Degree in Software Engineering

2014-2015
First Year
First Semester
Course No. Course Title Cr. Hr.  |Prerequisite/Concurrent*
0161101 | Arabic Communication Skills (1) 3 0161100
0121131 | English Communication Skills (1) 3 0171100
0331202 | computer Skills (Information Technology) 3 0331200*
0111101 | Mathematics (I) 3 -
0312101 | Discrete Mathematics 3 -
Total 113)
First Year
Second Semester
Course No. Course Title Cr. Hr. ' |Prerequisite/Concurrent*

0311203 | Introduction to Programming 2 0331202
0311204 | Introduction to Programming Lab 1 0311203*
0312301 | Digital Logic Design 3 0312101
0312603 | Statistics & Probability 3 0111101
0332602 | communication Skills and Technical Writing 3 0121131
0161201 | National Education 3 -

Elective University Requirement 3 -

Total 18
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Second Year

First Semester

Course No. Course Title Cr. Hr. Prerequisite/Concurrent*
0312201 | Visual Programming 3 0311203
0311205 | Object Oriented Programming 3 0311203
0311206 | Object Oriented Programming Lab 1 0311205 *
0313303 | computer Organization & Architecture 3 0312301
0312604 | Numerical Analysis & Programming 3 0111101

Elective Major Requirement 3 -
Total 16
Second Year
Second Semester

Course No. Course Title Cr. Hr.  |Prerequisite/Concurrent*
0342102 | Data Structures 3 0311205
0332401 | Introduction to Software Engineering 3 0311205
0313501 | Database Management Systems 3 0311205
0342401 | Computer Networks 3 0312301
0342402 | Computer Networks Lab 1 0342401*

Elective University Requirement 3 -
Total 16
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Third Year

First Semester

Course No. Course Title Cr. Hr.  |Prerequisite/Concurrent*
0332402 |Requirements Engineering 3 0332401
0313502 |Systems Analysis & Design 3 0332401
0332403 |software Construction & Documentation 3 0332401
0332404 |software Construction & Documentation Lab 1 0332403 *
0313203 |E-Commerce and Internet Programming - 0312201

Elective University Requirement B -
Total 16
Third Year
Second Semester

Course No. Course Title Cr. Hr. |*Prerequisite/Concurrent
0333401 Software Testing & Quality Assurance 3 0332401
0333402 Software Testing & Quality Assurance Lab 1 0333401 *
0334401 |Software Project Management 3 0332401
0313201 |1nternet Applications Development 3 0313501
0313202 | 1internet Applications Development Lab 1 0313201 *
0313504 |Database Applications 3 0313501

Elective Major Requirement 3 -
Total 17
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Fourth Year

First Semester

Course No. Course Title Cr. Hr. Prerequisite/Concurrent*
0333403 | Software Design and Architecture 3 0332403
0333404 | software Design and Architecture Lab 1 0333403 *
0313101 | Algorithms Analysis and Design 3 0342102
0161200 | Military Sciences 3 -

0334702 | Graduation Project 3 Pass 90 Cr. Hr.
Elective University Requirement 3 -
Total 16
Fourth Year
Second Semester

Course No. Course Title Cr. Hr. Prerequisite/Concurrent*
0314301 | Operating Systems 3 0313303
0334402 | Entrepreneurship & Professional Ethics 3 0332602
0332405 | Human Computer Interaction 3 0332401
0334701 | Practical Training 3 Pass 90 Cr. Hr.

Elective University Requirement 3 -
Elective Major Requirement 3 -
Total 18
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Advisory Study Plan for a Bachelor Degree in Software Engineering 2014-2015

Adyvisory Flow Chart for 215 - 2‘ 4

Faculty of Information Technology Software Engineering quor
2 " .
3 English Communication Discrete Mathematics Arabic Communication Computer Skills Mathematics (1)
2 Skills (1) 0121131 0312101 Skills (1) 0161101 (Information Technology) 0111101
gy ~— ~ 0331202 —
£ g —
=
—_ w , L
: B 3 v AN A v
s Communication Skills Digital Logic Design National Education Elective University Introduction to Introduction to 1 Statistics &
& & Technical Writing 0312301 0161201 Requirement 1 Programming | Programming Lab| | Probability
o 0332602 0311203 0311204 ! 0312603
g
12 y
= _—_— T = 1
£
3 ) N n " . N
° Computer Organization! Visual Programming Elective Major (o] r Numerical Analysis
- & Architecture 0312201 Requirement 1 Programming and Programming
§ 0313303 ~ 031105 0311206 0312604

- - o e

= o

£ L A

g’ Computer Networks Computer Networks Database Management Elective University - Introduction to Software Data Structures
< Lab 0342402 < 0342401 $ Systems Requirement 2 Engineering 0332401 0342102

E 0313501 0

% o

ive University E-Commerce & Software Construction) Software Construction Systems Analysis & Requirements
Requirement 3 Internet Programming & Documentation | & Documentation Lab Design 0313502 Engineering 0332402
0313203 0332403 0332404
Internet Applications Internet Applications Database Software Project Elective Major
Development Lab Development Applications 0313504, Management 0334401 Requirement 2
0313202 0313201
Graduation Project Military Sciences Software Design &) Software Design & Elective University Algorithms Analysis
0334702 0161200 Architecture Architecture Lab Requirement 4 & Design 0313101
0333403 0333404
IFE’nt;epr neuIrSETf.] & Operating Systems Practical Training Elective Univers Human Computer Elective M
ro ezsalg“r:‘ao ) ics 0314301 0334701 Requirement 5 Interaction 0332405 Requirement 3

Sem 1 (16 Cr. Hr)

Software Testing & Software Testing &
Quality Assurance Quality Assurance
Lab 0333402 0333401

Sem 2 (17 Cr. Hr)

Sem 1 (16 Cr. Hr)

Sem 2 (18cr. Hr
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Courses Offered by the Department Software Engineering

leo | Qwdid puud Loy il slsall

oolio wllnio ladl wlbioll | wleluwl sac (ausalzs VI a2ll) 85kl wlgic (8,2l a2llL) 8slodl Ulgic 8slall 08,
Concurrent Prerequisite Cr. Hr. Course Title (English) Course Title (Arabic) Course No.
- 0331200 3 Computer Skills (Information Technology) (awss) wewl=dl wl)lpo 0331202

- 0121131 3 Communication Skills and Technical Writing aueall &Sl JLasVl wl,lpo 0332602

- 0332602 3 Entrepreneurship and Professional Ethics uipoll oL_,ébiJIg ausJl &y, Lauoll 0334402

- 0311205 3 Introduction to Software Engineering Olizo,dl @wiid 9 oaso 0332401

- 0332401 3 Requirements Engineering ollasVl aws 0332402

- 0332401 3 Human Computer Interaction wow =l go wluuYl Jelas 0332405

- 0332401 3 Software Construction and Documentation lpssei 9 Wl gl 0332403
0332403 - 1 Software Construction and Documentation Lab Lpagi 9 Wlixo,l gk juixo 0332404
- 0332401 3 Software Testing and Quality Assurance lpisg> Ulows 9 Whixo,dl Laxd 0333401
0333401 - 1 Software Testing and Quality Assurance Lab lping> Ulows 9 Wl dl Jaxd juio 0333402
- 0332403 3 Software Design and Architecture LdSed 9 Wl ououas 0333403
0333403 - 1 Software Design and Architecture Lab LadSud 9 Wl dl puouai juizo 0333404
- 0332401 3 Software Project Management uzen | &, Lol 8515] 0334401

- 0332401 3 Engineering Economics aLwigll whslazdl 0332601

- 0332401 3 Software Maintenance Olxo ]l &lo 0334403
0332403 3 Selected Topics in Software Engineering Olazeo,dl @wiid 9 8,lizxo guolgo 0334408

- aclw 90 ;Lul 3 Practical Training ol iyl 0334701

- aclw 90 Lol 3 Graduation Project el g9,min0 0334702

Total Hours: 48 Credit Hours

baouzs aclw 48 :ulclull £goxo
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Short Description for the Study Plan for Software Engineering

0111101 Mathematics (I) {3} [3-3]

Review of Basic Algebra; Functions, Limits and Continuity; Derivatives of Algebraic,
Trigonometric, Exponential and Logarithmic Functions; Graphs; Related Rates
Problems; Maximum-minimum Problems; Indefinite Integral; Definite Integral and
Applications with Emphasis on Engineering and Pharmacy models.

Prerequisite: None

0311203 Introduction to Programming {2} [2-2]

Introduction to Computers, Programming, and Java; Elementary Programming:
Identifiers, Constants, Variables, Assignment Statements and Expressions, Data
Types, Operators, Numeric Type Conversions; Selection Statements: Boolean Expres-
sions, If Statements, Logical Operators, Switch Statement, Conditional Operator;
Mathematical Functions, Characters, and Strings; Loops: while Loop, do-while Loop,
for Loop; Arrays; Methods.

Prerequisite: 0331202 Computer Skills (Information Technology)

0311204 Introduction to Programming Lab {1} [1-2]

Laboratory sessions on the different aspects and topics of programming using Java:
Elementary Programming: Identifiers, Constants, Variables, Assignment Statements
and Expressions, Data Types, Operators, Numeric Type Conversions; Selection State-
ments: Boolean Expressions, If Statements, Logical Operators, Switch Statement,
Conditional Operator; Mathematical Functions, Characters, and Strings; Loops: while
Loop, do-while Loop, for Loop; Arrays; Methods.

Concurrent: 0311203 Introduction to programming
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0311205 Object Oriented Programming {3} [3-3]

Introduction to Object Oriented Programming concepts using JAVA language: Class-
es, Objects, Constructors, Overloading Methods, Encapsulation, Packages; Relation-
ships between Classes: Composition, Inheritance, Overriding, Polymorphism;
Abstract classes and Interfaces; introduction to GUI programming.

Prerequisite: 0311203 Introduction to Programming

0311206 Object Oriented Programming Lab {1} [1-2]

Laboratory sessions on the different concepts of Object Oriented Programming using
JAVA language: Classes, Objects, Constructors, Overloading Methods, Encapsula-
tion, Packages; Relationships between Classes: Composition, Inheritance, Overrid-
ing, Polymorphism; Abstract classes and Interfaces; introduction to GUI program-
ming.

Concurrent: 0311205 Object Oriented Programming

0312101 Discrete Mathematics {3} [3-3]

Logic; Sets; Relations; Functions; Sequences; Induction and Recursion; Counting
Techniques; Graphs: Euler Cycles, Hamilton Cycles; Trees; Maple Labs.

Prerequisite: None

[Computer Skills (Information Technology) {3} [3-3 0331202

Introduction to Computers, Programming, and C# Programming; Introduction to
Problem Solving Using Flow Charts; Introduction to Programming: Identifiers, Varia-
bles, Assignment Statements and Expressions, Data Types, Operators, Type Conver-
sions; Selection Statements: Boolean Expressions, If Statements, Logical Operators,
Switch Statement, Conditional Operator; Loops: while Loop, do-while Loop, for Loop;
Arrays.

Concurrent: 0331200 Remedial Computer Skills
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0332602 Communication Skills and Technical Writing {3} [3-3]

Basics of Communication Skills: Communication Process, Language as a Tool of
Communication, Verbal and Non-Verbal Communication, Barriers to Communication;
Listening Skills: Types of Listening, Barriers to Effective Listening; Speaking Skills:
Strategies for Developing Speaking Skills, Barriers to Effective Speaking, Types of
Speaking, Effective Presentation Strategies; Reading Skills: Reading Techniques,
Reading Comprehension; Writing Skills: Attributes of Technical Writing, Benefits of
Technical Writing, Types of Writing, Research Papers, Technical Reports, Job Applica-
tion.

Prerequisite: 0121131 English Communication Skills (1)

0334402 Entrepreneurship and Professional Ethics {3} [3-3]

The Entrepreneurial Process; Recognizing Opportunities and Generating Ideas; Feasi-
bility Analysis; Developing an Effective Business Model; Industry and Competitor
Analysis; Writing a Business Plan; The Importance of Business Ethics; Stakeholder
Relationships, Social Responsibility, and Corporate Governance; Ethical Decision
Making and Ethical Leadership; Organizational Factors: The Role of Ethical Culture
and Relationships; Case studies.

Prerequisite: 0332602 Communication Skills and. Technical Writing

0342102 Data Structures {3} [3-3]

Lists: Static Allocation, Dynamic Allocation; Stacks: Static Implementation, Linked
Implementation, Operations, Applications; Recursion: Applications, Program Stack;
Queues: Static Implementation, Linked Implementation, Operations, Applications;
Binary Search Trees: Traversal, Search, Add and Delete Operations; Files: Input,
Output; Graphs: Traversal, Adjacency Matrix, Adjacency List.

Prerequisite: 0311205 Object Oriented Programming
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0332401 Introduction to Software Engineering {3} [3-3]

System development life cycle: Waterfall, Prototype, Incremental, and Spiral; Princi-
ples of software engineering: Requirements analysis and design; Review of princi-
ples of object orientation; Object oriented analysis using UML; Behavioral UML
diagrams: Use case, Sequence, Activity, and State diagrams; Structural UML
diagrams: Object, Class, and Package diagrams; Object Oriented Design: Abstrac-
tion, Coupling, Cohesion, Decomposition, Encapsulation, Separation of Interface,
and Implementation; Introduction to Software Architecture; Introduction to Design
patterns.

Prerequisite: 0311205 Object-Oriented Programming

0332402 Requirements Engineering {3} [3-3]

Introduction to requirements engineering: Types of requirements, Specifying and
measuring internal and external qualities: performance, reliability, availability, safety,
security, etc; Techniques for discovering and eliciting requirements, Analyzing
requirements; Requirements specification and system modeling; Requirements
validation techniques; Requirements management: Traceability, Handling require-
ments changes.

Prerequisite: 0332401 Introduction to Software Engineering

0332405 Human-Computer Interaction {3} [3-3]

Introduction to Human Computer Interaction; design, implementation and evalua-
tion of interactive computing system for human use; Ergonomics; Components of an
interactive system; The Human: Input-output channels, the eye, hearing, touch,
smell, taste, movement, memory; The computer: Interacting with computers, Virtual
reality concept, Virtual reality HW/SW, Virtual reality applications; Interaction Design
Activities; Universal design principles; Non-traditional interfaces: Haptic user interfac-
es, Gesture interfaces, Locomotion interfaces, Auditory interfaces, Speech user
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interfaces, Interactive voice response interfaces, Olfactory interfaces, Taste interfac-
es, Small-screen interfaces, Multimode interfaces.
Prerequisite: 0332401 Introduction to Software Engineering

0332403 Software Construction and Documentation {3} [3-3]

Software construction fundamentals; Managing construction; Agile and Scrum
software development; Object Oriented advanced features; Software Documenta-
tion: Users need for documentation, Documentation design, Requirements for
software documentation; Software construction technologies: Construction for
Reuse and with Reuse, API Design, Processes and Threads, Middleware.
Prerequisite: 0332401 Introduction to Software Engineering

0332404 Software Construction and documentation Lab {13} [1-2]
Laboratory sessions on the advanced features of Object Oriented using JAVA
language: Abstract and Interface classes, Class’s relationships, Class’s Multiplicity,
Inheritance mechanism, Multi Inheritance Implementation, Innerclass, Overriding,
and Overloading.

Concurrent: 0332403 Software Constructionrand documentation

0333401 Software Testing and Quality Assurance {3} [3-3]

Software Quality: How to Assure it and Verify it, and the Need for a Culture of Quali-
ty; Avoidance of Errors and Other Quality Problems; Inspections and Reviews;
Testing; Verification and Validation Techniques; Process Assurance vs. Product Assur-
ance; Quality Process Standards; Product and Process Assurance; Problem Analysis
and Reporting; Statistical Approaches to Quality Control.

Prerequisite: 0332401 Introduction to Software Engineering
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0333402 Software Testing and Quality Assurance Lab {1} [1-2]
Laboratory sessions on the different concepts of Software Testing and Quality Assur-
ance: Use of Automated Testing Tools; Testing of a Wide Variety of Software; Applica-
tion of a Wide Variety of Testing Techniques; Inspecting of Software in Teams;
Comparison and Analysis of Results.

Concurrent: 0333401 Software Testing and Quality Assurance

0333403 Software Design and Architecture {3} [3-3]

Design Pattern: Creational, Structural, and Behavioral design pattern; Design pattern
applications; Software architecture Concepts; Architectural Styles; Service-oriented
architectures; middleware architectures; Component-based Development.
Prerequisite: 0332403 Software Construction and Documentation

0333404 Software Design and Architecture Lab {1} [1-2]

Laboratory sessions on the different Design Patterns and Architectural Styles:
Creational Design Patterns: Factory, Abstract Factory, Builder, Prototype, Singleton;
Structural Design Patterns: Composite, Adapter, Decorator, Facade, Bridge; Behavio-
ral Design Patterns: Iterator, State, Observer; Architectural Styles: layers, pipes and
filters, blackboard, client-server, three-tiers, broker, . peer-to-peer, middleware,
Model-View-Controller, Presentation-Abstraction-Control.

Concurrent: 0333403 Software Design and Architecture

0334401 Software Project Management {3} [3-3]

The Nature of Information Technology Projects; Project Methodologies and Process-
es; Measurable Organizational Value and the Business; Project planning: Project
infrastructure, Scope and the work breakdown structure, the schedule and budget;
Managing Project Risk; Managing Stakeholders and Communication; Managing
Project Quality; Leading the Project Team; Managing Organizational Change, Resist-
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ance, and Conflict; Project Completion.
Prerequisite: 0332401 Introduction to Software Engineering

0334701 Practical Training {3} [8-Weeks]

This course provides the ability to practice on using computer tools and applications
in various fields, either in a public or private sectors under the supervision of the
department members. The purpose of the supervised practical training experiences
is for students to synthesize the knowledge and skills developed during the academic
portion of the program in a practical setting. Practical training is both a learning
experience for students and contributes to the work undertaken by the field training
site. The expectation is that the practical training will provide learning opportunities
unavailable in a classroom setting.

Prerequisite: Pass 90 Credit Hours

0334702 Graduation Project

Development of significant software system, employing knowledge gained from
courses throughout the program includes: development of requirements, design,
implementation, and quality assurance; Students may: follow any suitable process
model, must pay attention to quality issues, and must manage the project them-
selves, follow all appropriate project management techniques; Success of the project
is determined in large part by whether students have adequately solved their custom-
er's problem.

Prerequisite: Pass 90 Credit Hours

0312201 Visual Programming {3} [3-3]

Visual C#: GUIs design; Control Statements (Selection and Iteration); Data Valida-
tion and Error Trapping; Methods; Arrays; File Access; Database Access.
Prerequisite: 0311203 Introduction to programming
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0312301 Digital Logic Design {3} [3-3]

Binary Data Representation; Boolean Algebra; Boolean Function Minimization; Combi-
national Circuits: Adders, Subtractors, Coders, Comparators, Multiplexers, De-multi-
plexers; Sequential circuits: Flip-Flops, Registers, Counters.

Prerequisite: 0312101 Discrete Mathematics

0312603 Statistics and Probability {3} [3-3]

Sampling; Organizing Data; Descriptive Measures; Probability: Rules of Probability,
Bay's Theorem; Counting Rules; Discrete Random Variables; Distributions: Binomial,
Hyper-geometric, Poisson, Normal; Confidence Intervals; Regression and Correla-
tion; Applications using Software Packages.

Prerequisite: 0111101 Mathematics (I)

0312604 Numerical Analysis and Programming {3} [3-3]

Error Analysis; Solutions of Equations in One Variable; Interpolation and Polynomial
Approximation; Numerical Integration; Numerical Derivation; Direct and iterative
Methods for Solving Linear Systems and Applications to Real World Problems; Maple
Implementations of Algorithms Studied.

Prerequisite: 0111101 Mathematics (I)

0313101 Algorithms Analysis and Design {3} [3-3]

Algorithm Analysis Techniques; Searching Algorithms; Sorting Algorithms Linear and
non-linear; Dynamic Programming; Asymptotic notation; NP-completeness; Graphs
Algorithms: Depth First Search, Breath First Search, Minimum Spanning Trees,
Kruskal algorithm, Prem’s algorithm, and Djikstra algorithm.

Prerequisite: 0342102 Data Structures
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0313201 Internet Applications Development {3} [3-3]

This course aims to introduce to the students how to build a dynamic, interactive and
custom tailored web applications using HTML; Java Programming: SERVLETS, JSPs;
SQL Language through JDBC; Advanced Topics: JAVA SESSIONS, JAVA BEANS,
COOKIES.

Prerequisite: 0313501 Database Management Systems

0313202 Internet Applications Development Lab {1} [1-2]

The student practices to work under an IDE (Integrated Development Environment)
i.e NETBEANS; HTML; Java Programming: SERVLETS, JSPs; SQL Language through
JDBC; Advanced Topics: JAVA SESSIONS, JAVA BEANS, COOKIES.

Concurrent: 0313201 Internet Applications Development.

0313303 Computer Organization and Architecture {3} [3-3]

Studying x86 architecture using Assembly Language; Variables and Registers;
Arithmetic Instructions; Selection Structures; Iterative Structures; Logic Operations
Instructions; Procedures and Macros; Arrays; Strings.

Prerequisite: 0312301 Digital Logic Design

0313501 Database Management Systems {3 } [3-3]

Database Concepts; Database Design Methodologies; Data Modelling using ER and
EER; Database Integrity Constraints; Relational Model: Relational algebra, Relational
Calculus; Functional Dependencies and Normalization; Structural Query Language
(SQL).

Prerequisite: 0311205 Object Oriented Programming

0313203 e-Commerce and Internet Programming {3} [3-3]
Overview of the Microsoft Internet Development Platform; DOT NET Concepts &
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Visual Studio; Overview of the Basic HTML Notation; Client-Side Scripting Using
VBScript (Main Focus) and JavaScript; Server-side Scripting Using ASP.NET: Web
Form Concepts, HTML Controls, Web Controls, Validation, and Rich Controls;
Database Access Using ADO.NET; Data Binding;

Prerequisite: 0312201 Visual Programming

0313502 Systems Analysis and Design {3} [3-3]

Introduction to systems development; System development life cycle; System Devel-
opment feasibility; Development of fact finding methods; Context diagram; Data
flow diagram; Decision tables and trees; Data dictionary; Installation; Training;
Development Tools: Documentation, Maintenance, Conceptual design, DB design,
Reverse engineering, Graphical user interface, System conversion, System charts
and flow of control.

Prerequisite: 0332401 Introduction to Software Engineering

0313504 Database Applications {3} [3-3]

Database Management Systems Protection and Security Functions; Views; Transac-
tion Management; Concurrency. Control and Serialisability; Database Recovery;
Database integrity; Rapid Application” Development for Database Systems using
CASE tools and 4GLs; PL/SQL Programming.

Prerequisite: 0313501 Database Management Systems

0314301 Operating Systems {3} [3-3]

Fundamental Concepts of Operating Systems; Evolution of Operating System;
Operating System Structure; Process: Process Management, Inter-process Communi-
cation, Process Scheduling, Deadlocks, Process Synchronization; Memory Manage-
ment; File System Management; I/O Management; Secondary Storage Manage-
ment; Case Studies.
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Prerequisite: 0313303 Computer Organization and Architecture

0342401 Computer Networks {3} [3-3]

Exploring the Network: Uses of Computer Networks, Network Hardware, Reference
Model; Physical Layer: Transmission Media, Signaling, Network Topologies; Data Link
Layer: Framing, Error Control, Error Detection and Correction, Medium Access
Control Layer; Ethernet: Ethernet at the Physical Layer, Ethernet at the Data Link
Layer, Ethernet Frame Format, MAC Addressing, CSMA/CD; Network Layer: Layer 3
Addressing, Routing, IP Protocol, NATing; Transport Layer: TCP, UDP, Layer 4
Addressing; Application Layer: HTTP, FTP, SMTP, POP, IMAP, DHCP, DNS.
Prerequisite: 0312301 Digital Logic Design

0342402 Computer Networks Lab {1} [1-2]

Build the Network and Configure Basic Device Settings; Configure Switches with
VLANSs; Configure Static and Dynamic Routing; Configure a DHCPv4 Server and a
DHCP Relay Agent; Configure NATing; Examine the Basic Commands on a PC.
Concurrent: 0342401 Computer Networks

0311603 Linear Algebra {3} [3-3]

Systems of linear equations; Homogeneous and Non Homogeneous systems and
solutions; Matrices; Determinants; Vector spaces; Linear Transformations and their
properties; Eigenvalues and Eigenvectors; Applications using Software Packages.
Prerequisite: 0111101 Mathematics (I)

0312605 Operations Research {3} [3-3]

Linear Programming; Geometry of Linear Programming Problem; Simplex Method;
Duality; Sensitivity Analysis; Transportation and Assignment Problem; Game theory;
Applications using Software Packages.
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Prerequisite: 0312101 Discrete Mathematics

0313102 Theory of Computation {3} [3-3]

Deterministic and Non-Deterministic Finite Automata; Regular Expressions; Regular
Languages; Closure Properties of Regular Languages; Context Free Languages and
Grammars; Pushdown Automata; Closure properties of Context Free Languages;
Turing Machine.

Prerequisite: 0312101 Discrete Mathematics

0313503 Multimedia information Systems {3} [3-3]

Introduction to the theoretical concepts of digital media; Stages of a multimedia
project; Images; Digital Information Representation, Analog vs Digital Media, Bits
Basic Concepts, Digital Images, Bitmap vs Vector; Digital Color Representation;
encoding and decoding concepts; different types of digital media compression
techniques; file formats; Text; typeface, hypermedia, hypertext, anchors, nodes;
Capturing Images by Digital Photography; Digital Video Standards; Shooting and
Editing Video.

Prerequisite: 0311203 Introduction te;Pragramming

0314101 Mobile Applications Development {3} [3-3]

Understand Mobile Application Platform; Develop a User Interface Using Certain
Types of Controls; Explore User Input, Variables, and Operations; Using Lists, Arrays,
and Web Browsers in Mobile Applications; Adding Audio Such as Music; Create
Applications that Requests Data, stores it, and then Modifies that Data to Produce a
Result Throughout Multiple Activities.

Prerequisite: 0311205 Object Oriented Programming
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0314202 Cloud Computing {3} [3-3]

Cloud Computing Technologies: Software as A Service (SaaS), Amazon Elastic Cloud,
Microsoft Azure, Google App Engine, And A Few Other Offerings. Cloud Protocols:
APIS Used in The Amazon and Microsoft Clouds, Restful Web Services, And
Cloud-Based Messaging and Workflow Services to Construct New Applications.
Migrate Existing Applications into The Cloud, By Navigating Through Phases Such as
Creation of a Private Cloud; Attaching, In A Secure Fashion, The Private Cloud To The
Public Cloud; And Provisioning And Maintaining Resources In The Public Cloud.
Prerequisite: 0342401 Computer Networks

0332601 Engineering Economics {3} [3-3]

The scope of engineering economics; Cost Terminology; Cost-Estimation
Techniques; The Time Value of Money: Simple interest, compound interest, present
and future values of single and annuity cash flows; Evaluating a Single Project: Deter-
mining the minimum attractive rate of return (MARR), the present and future worth
methods, the annual worth method, the internal rate of return method, the payback
(Payout) period method; comparison and selection among alternatives: Basic
concepts for comparing alternatives.

Prerequisite: 0332401 Introduction to Software Engineering

0334403 Software Maintenance {3} [3-3]

Maintenance Types; Software Maintenance Process; Cost Estimation; Software Evolu-
tion; Reverse Engineering: Program Comprehension, Slicing; Refactoring; Software
Metrics for Maintenance; Reuse; Impact Analysis; CASE Tools for Maintenance:
Version Control, Building, Testing.

Prerequisite: 0332401 Introduction to Software Engineering
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0343501 Information Security and Privacy {3} [3-3]

Types of Information Security: Confidentiality, Safety and Availability; Vulnerability
Assessment; Monitoring Information Security; Security Threats; Principles of Design,
Implementation and Management of Safe Computer Systems; Encryption
Algorithms; Firewalls; Security of The Operating System; Control Access to System
Resources; Virtual Private Networks (VPN).

Prerequisite: 0342401 Computer Networks

0334408 Selected Topics in Software Engineering {3} [3-3]

The most recent technological topics in software engineering that are not covered in
other courses.

Prerequisite: 0332403 Software Construction and Documentation
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The Requirements

ddoisoll Olelull

O ldbuoll

1-University Requirements

aso x| wldbio-1

Compulsory University Requirements 12 a4, asols wldlio
Elective University Requirements (Humanities) (&b VI pglell) ay,luz| asols wldlhio
Elective University Requirements (Social and Economic Sciences) 6 (aus3laidVly acloixVl pglell) ay, Lzl aeols wldlhio
Elective University Requirements (Sciences, Technology, and Health) 3 (azally acl)3llg Li>glgiSilly pglell) @y, Lzl asols wldlhio
Total 27 €90=xoll
2-Faculty Requirements aJsJl uldlio-2
Compulsory Faculty Requirements 25 4, ads oldhio
Total 25 gsoxoll
3-Major Requirements wvawasall wlldbuo-3
Compulsory Major Requirements 40 =Vl paaz oldhio
Ancillary Major Requirements 31 d5buodl Lanx oldhio
Elective Major Requirements 9 a,lsVl paass wldlie
Total 80 ggoxoll
Grand Total 132 NSJI g 900l
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Concurrent Prerequisite Cr. Hr. Course Title (English) Course Title (Arabic) Course No.
Compulsory University Requirements (12 Credit Hours) (60uieo aclw 12) a,l>| asol> Ulluo

- 0161100 3 Arabic Communication Skills (1) (1) au,=l aelll JLaiVl wl)lpo 0161101

- - 3 Military Sciences 4, pglell 0161200

- - 3 National Education &gl @y, 0161201

- 0171100 3 English Communication Skills (1) (1) ayul=Vl a=ll, JLasVl wl,lpo 0121131

Elective University Requirements (15 Credit Hours)

(610i0 aclw 15) a,lis| asol> wldlnio

(A) Humanities (6 Credit Hours)

(820520 wlelw 6) auluw)l polell Jlxs (1)

- 0121131 3 English Communication Skills (2) (2) a3Vl axll, LVl wl,lpo 0152102
- - 3 Islamic Culture oMVl aslasll 0161300
- 0161101 3 Arabic Communication Skills (2) (2) au,el aelll JLaiVl wl)lpo 0162102
- - 3 History of Jordan and Palestine ool s,V g, 0162301
- - 3 Human Rights ol Yl Ggs> 0411100
(B) Social and Economic Sciences (6 Credit Hours) (820020 wlelw 6) @slaidVly aucloixVl polall Jlxo (o)
- - 3 Psychology and Life 3=l el ple 0132200
- - 3 Entrepreneurship anl, wllpo 0143301
- - 3 Media and Public Relations aolell wBMely oMV 0162302
- - 3 Tourism and Archaeology 5Vlg aslowdl 0561500
(C) Sciences, Technology, and Health (3 Credit Hours) (330u20 wlelw 3) axally acl,3lly L>gleiSilly polell Jlxo ()
- - 3 Sport and Health d=ally sl 0161303
- - 3 Environmental and Public Safety aole)l aoMudly asudl 0162305
- - 3 Science and Life 3=y plsll 0162306
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Concurrent Prerequisite Cr. Hr. Course Title (English) Course Title (Arabic) Course No.
Compulsory Faculty Requirements (25 Credit Hours) (80uro aclw 25) ads)l wldbio

- - 3 Mathematics (I) (1) wlol,Jl 0111101
- 0331202 2 Introduction to Programming* *azo, ]l (9 Qosbo 0311203
0311203 - 1 Introduction to Programming Lab ol (89 oabo yuiko 0311204
- 0311203 3 Object Oriented Programming &39SIl azeo 0311205
0311205 - 1 Object Oriented Programming Lab a9l ol iz 0311206
- - 3 Discrete Mathematics ashsioll Wluol,Jl 0312101
0331200 - 3 Computer Skills (Information Technology) (awiss) wewl=dl wl)lpo 0331202
- 0121131 3 Communication Skills and Technical Writing ausll alslly JLasVl wl)lpo 0332602
- 0332602 3 Entrepreneurship and Professional Ethics Auipoll oL,,_'ébXJIS a5l g, Lanodl 0334402
- 0311205 3 Data Structures* *oUlJl S 0342102
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oolsio wllhio Gladl o)l | oleluwdl sac (a3l VI a2lL) skl lgic (a9l a2lll) 85lall Olgic 8slall o3,
Concurrent Prerequisite Cr. Hr. Course Title (English) Course Title (Arabic) Course No.
Major Requirements (80 Credit Hours) (820uro aclw 80) ool LWllbio
(A) Compulsory Major Requirements (40 Credit Hours) (3200 dclw 40) &LVl Laasdl oldhis (1)

- 0312301 3 Computer Networks * * Lol ol 0342401
0342401 - 1 Computer Networks Lab wow =l wlSos ko 0342402
- 0342401 3 Advanced Internet Protocols oo o,V wVgSgig 0343401
0343401 - 1 Advanced Internet Protocols Lab aoasioll o,V WVgSeig ko 0343402
- 0342401 3 Wireless and Mobile Networks agoxally aSLwMI oSl 0343403
0343403 - 1 Wireless and Mobile Networks Lab dgoxolly @Sl wlSadl juxo 0343404
- 0342401 3 Networks Management & Documentation PERISTROI SN IS N 0343405

R 0342401 3 Information Security & Privacy lpiogass wlogleoll ool 0343501

- 0343401 3 Networks Programming Ol axo 0344401

- 0343401 3 Networks Simulation & Modeling Wil 88 lxoy a>ioi 0344402

- 0343501 3 Networks Security ISl ol 0344501
0344501 - 1 Networks Security Lab Ol ol o 0344502
- 0344501 3 Digital Forensics I ETNV ROIFIES 0344503

- 0343501 3 Encryption Theory bl &y, 0344504

- aclw 90 ;s> 3 Practical Field Training slaodl ol w2l 0344701

- dclw 90 ;s> 3 Graduation Project zo3ill g9 nine 0344702

(B) Ancillary Major Requirements (31 Credit Hours) (3203520 wlelw 31) suluodl oozl oldlio (W)

- 0311203 3 Visual Programming a5 0ll dseo,ul 0312201

- 0312101 3 Digital Logic Design wwod,ll shioll puouns 0312301

- 0111101 3 Statistics & Probabilit WVl Vg slax ) 0312603
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Concurrent Prerequisite Credit Hours Course Title (English) Course Title (Arabic) Course No.
(B) Ancillary Major Requirements (31 Credit Hours) (330u20 wlelw 31) 5Ll paaxdl wldlhis (V)

- 0111101 3 Numerical Analysis & Programming a=xo,Jlg Sxaell Jud=dl 0312604

- 0342102 3 Algorithms Analysis & Design Olos,lezdl puoaig Jud=i 0313101

- 0313501 3 Internet Applications Development ooVl wleuli gl 0313201
0313201 - 1 Internet Applications Development Lab ooVl wleui e o 0313202
- 0312301 3 Computer Organization & Architecture wow =l &y lomog pulni 0313303

- 0311205 3 Database Management Systems WLl aclgd plas 8)ls) 0313501

- 0311205 3 Mobile Applications Development agozoll wlaudaill jglbi 0314101

- 0313303 3 Operating Systems RTINS 0314301

(C) Elective Major Requirements (9 Credit Hours) (330520 wlelw 9) @,z aazdl wldhic (=)

- 0313501 3 Database Applications WLluJl aclgd wlaulns 0313504

- 0342401 3 Cloud Computing | awe=ll 0314202

- 0314301 3 Parallel Computing & Distributed Systems ac;ooll plailly @;lgsioll Wbl 0314302

- 0311205 3 Introduction to Software Engineering Olzxo,dl @wiid 9 doaso 0332401

- 0343401 3 Multimedia Networks dsasiodl bailwgll wlSw 0343406

- 0343401 3 Intrusion Detection Systems BVl S aoldal 0343502

- 0343501 3 Selected Topics in Networks & Information Security Wlogleol Holy WSuidl (08 8,lixo guslgo 0344403

- 0343501 3 Information Auditing and Assurance Wlogleoll ol 1uSgig (3485 0344505

- 0343501 3 Disaster Recovery & Business Continuity JloeVl &, oiwly &)lgSUl asleo 0344506

Notes: olb>Vo

Community Service requirement is a mandatory requirement (10) hours of service.
* This course must be successfully passed in order to advance to any of the succeeding courses.

oa3> wlelw (10) gdloy Sl 2% wlhin B9 (goizxodl doas> wlhio
Loads sl slgodl o oS Jumews Ju8 85lod] 0 9 gleedl CJUall (oo ey *
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Courses Offered by the Department Networks & Information Security

Wlogloll Lol 9 WlSamid] puwd poriy Wl >lgol

oolyio wlhio | @lwdl wlhiodl | wlebudl sac (au5ul0VI a2lL) 85kl Olgic (a2l a2llL) 8slall Olgic 8slal o8,
Concurrent Prerequisite Credit Hours Course Title (English) Course Title (Arabic) Course No.
- 0311205 3 Data Structures * * oLl S 0342102

- 0312301 3 Computer Networks * * Lgw =l olSuw 0342401
0342401 - 1 Computer Networks Lab wowldl wlSos juxo 0342402
- 0342401 3 Advanced Internet Protocols aoasioll ooVl WVgSgig 0343401
0343401 - 1 Advanced Internet Protocols Lab ool o,V WVgSeig 0 uiso 0343402
- 0342401 3 Wireless & Mobile Networks dgoolly @S Sl 0343403
0343403 - 1 Wireless & Mobile Networks Lab dgo=olly @ SLoWI WS il juiso 0343404
- 0342401 3 Networks Management & Documentation lps.igig WSl 8,)05) 0343405

- 03402401 3 Information Security & Privacy lpiwosasg wlogleall ol 0343501

- 0343401 3 Networks Programming Sl axo 0344401

- 0343401 3 Networks Simulation & Modeling lSadl 8Sxog 05 0344402

- 0343501 3 Networks Security oSl ool 0344501
0344501 - 1 Networks Security Lab wlSadl ol o 0344502
- 0344501 3 Digital Forensics 09, @Vl wlayss 0344503

- 0343501 3 Encryption Theory IR PN Y 0344504

- aclw 90 ;lul 3 Practical Field Training ol o)l iy, 0344701

- aclw 90 ;lu>l 3 Graduation Project ozl g9 0 0344702

- 0343401 3 Multimedia Networks d>asi0l bilwell wlSw 0343406

- 0343401 3 Intrusion Detection Systems LVl s aolil 0343502
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ool wllso Gludl Clhioll | oleludl sac (a5d=VI acll) éslodl Ulgic (a2l aalll) ésloll Llgic 3sloll 3,

Concurrent Prerequisite Credit Hours Course Title (English) Course Title (Arabic) Course No.

- 0343501 3 Selected Topics in Networks & Information Security Wlogleoll oly WISil (59 8,lixo guolgo 0344403

- 0343501 3 Information Auditing & Assurance Wlogleal ol 1.Sgig (3485 0344505

- 0343501 3 Disaster Recovery & Business Continuity JloeVl &, 0iwly &)lgSUl axleo 0344506
Total Hours: 58 Credit Hours 6doieo aclw 58: wilclull ggoxo
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JoVI eyl Juasdl
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0161100 3 (1) au,ell aelll LoVl wl)lpo | 0161101
0171100 3 (1) &=Vl a=lb JLasVl wllpe | 0121131
0331200 * 3 (a83) wewl=ll wllpo | 0331202
- 3 (1) wlwol,Jl | 0111101
- 3 ashsioll WlolyJl [ 0312101
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oVl &l
W saw Ml Jeasll
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0311203 * 1 oyl (89 @ordo ko | 0311204
0312101 3 wwod)l slaioll puoni | 0312301
0111101 3 WVl Vg clax>Vl | 0312603
0121131 3 auall alslly JlasVl wl)lpo | 0332602
- 3 auidogll ayy il 0161201
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Advisory Study Plan for a Bachelor Degree in Networks & Information
Security 2014-2015

First Year
First Semester
Course No. Course Title Cr. Hr. Prerequisite/Concurrent*
0161101 | Arabic Communication Skills (1) 3 0161100
0121131 | English Communication Skills (1) 3 0171100
0331202 | Computer Skills (nformation Technology) 3 0331200 *
0111101 | Mathematics (I) 3 -
0312101 | Discrete Mathematics 3} -
Total 15
First Year
Second Semester
Course No. Course Title Cr. Hr.  |Prerequisite/Concurrent*

0311203 | Introduction to Programming 2 0331202
0311204 | Introduction to Programming Lab 1 0311203 *
0312301 | Digital Logic Design 3 0312101
0312603 | Statistics & Probability 3 0111101
0332602 | communication Skills & Technical Writing 3 0121131
0161201 | National Education 3 -

Elective University Requirement 3 -

Total 18
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Advisory Study Plan for a Bachelor Degree in Computer Science 2014-2015

Second Year

First Semester

Course No. Course Title Cr. Hr. Prerequisite/Concurrent*
0312201 |Visual Programming 3 0311203
0311205 |Object Oriented Programming 3 0311203
0311206 |Object Oriented Programming Lab 1 0311205+
0313303 |Computer Organization & Architecture 3 0312301
0312604 |Numerical Analysis & Programming 3 0111101

Elective University Requirement 3 -
Total 16
Second Year
Second Semester

Course No. Course Title Cr. Hr. Prerequisite/Concurrent*
0342102 |Data Structures 3 0311205
0313501 |Database Management Systems 3 0311205
0342401 |Computer Networks 3 0312301
0342402 |Computer Networks Lab 1 0342401 *
0161200 |Military Sciences 3 -

Elective Major Requirement 3 -
Total 16
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Third Year

First Semester

Course No. Course Title Cr. Hr.  |Prerequisite/Concurrent*
0343401 |Advanced Internet Protocols 3 0342401
0343402 |Advanced Internet Protocols Lab 1 0343401 *
0343403 | Wireless and Mobile Networks 3 0342401
0343404 | Wireless and Mobile Networks Lab 1 0343403 *
0343501 |Information Security & Privacy 3 0342401

Elective University Requirement 3 -
Elective Major Requirement 3 -
Total 1%
Third Year
Second : Semester

Course No. Course Title Cr. Hr. © |Prerequisite/ Concurrent*
0344501 | Networks Security 3 0343501
0344502 | Networks Security Lab 1 0344501 *
0313201 |Internet Applications Development 3 0313501
0313202 | 1nternet Applications Development Lab 1 0313201 *
0344401 | Networks Programming 3 0343401
0343405 | Networks Management & Documentation 3 0342401

Elective Major Requirement 3 -
Total 17
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Fourth Year

First Semester

Course No. Course Title Cr. Hr.  |Prerequisite/Concurrent*
0314101 | Mobile Applications Development 3 0311205
0344504 | Encryption Theory 3 0343501
0344402 | Networks Simulation & Modeling 3 0343401
0344702 | Graduation Project 3 Pass 90 Cr. Hr.

Elective University Requirement 3 -
Total 15
Fourth Year
Second Semester

Course No. Course Title Cr. Hr. Prerequisite/Concurrent*
0344503 | Digital Forensics 3 0344501
0334402 | Entrepreneurship & Professional Ethics 3 0332602
0314301 | Operating Systems 3 0313303
0313101 | Algorithms Analysis & Design 3 0342102
0344701 | Practical Field Training 3 Pass 90 Cr. Hr.

Elective University Requirement 3 -
Total 18
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Advisory Study Plan for a Bachelor Degree in Networks and Information Security 2014-2015

Adyvisory Flow Chart for °15 - °I 4
Faculty of Information Technology Networks & Information Security Major 4

E
s English Communication Discrete Mathematics Computer Skills Arabic Communication Mathematics (1)
< Skills (1) 0121131 0312101 (Information Technology) Skills (1) 0161101 ) 0111101
-l ~— ~—
5|8 i A

: - - 72— -
zle | J N2 d— N
E - Communication Skills Digital Logic Design Introduction to Introduction to Elective University National Educationy I Statistics &
< & Technical Writing — 0312301 Programming Programming Lab Requirement 1 0161201 ) 1 Probability
£ 0332602 n0311203 0311204 . 0312603 J
2

1

& Architecture Programming Lab
0313303 0311205 0311206

Computer Organization Elective University Visual Programming Object Oriented Object Oriented . Numerical Analysis
Requirement 2 0312201 Programming and Programming
— 0312604

Sem 1 (16 Cr. Hr)

= A o

H 3 \

S Military Sciences Computer Networks Computer Networks Elective Major Data Structures 1 Database Management
= 0161200 ) Lab 0342402 0342401 Requirement 1 0342102 Systems

T - 0313501

3 L

T
Wireless & Mobile ) wireless & Mobile Elective Major ) Elective University
Networks Networks Lab Requirement 2 Requirement 3

0343403 0343404

Elective Major
Requirement 3

& Privacy 0343501

Advanced Internet | Advanced Internet
Protocols Protocols Lab
0343401 0343402

Networks Networks Networks Security Networks Security
Programming Management & Lab 0344502 - 0344501
0344401 Documentation

Internet Applications Internet Applications
Development Lab Development
0313202 0313201

Sem 2 (17 Cr. Hr)

£

g Networks Simulation & Graduation Project Encryption Theory Pl Elective Univei
= Modeling 0344402 0344702 0344504 Development Requirement 4
£ 0314101

&

Ent;epreneurshi & Operating Systems Digital Forensics Algorithms Analysis Practical Field Elective University
Pro ezzl:::)lethlcs 0314301 0344503 & Design 0313101 Training 0344701 Requirement 5

Sem 2 (18 Cr. Hr)



156

:Uloglaall [oig Ol jamail duljall ahal pmikall aogll

[3-3]1 {3} (1) vkl Jl 0111101

V| aalioll (ayadl GULBYI aasin (JlaiVls wblpls bVl umdl olowlol
«s,2alls bl puil 5l (ool dasredl &Vasell (oliziodl pow, fduoi,leglls
aeally dwaigdl o (58 wlindai £39a50MWI JolSil ¢39130ll JolSal

ame Vbl ol

[3-3] {3} (awiiti) wewlxl Wl,lp0 0331202

S il J> aspb (58 @oaso fopld cow asly Axoyull (dxosully cowll (8 doaso
sbewYl Joz colusiadl cculgil (o820l sasml wlowbwl foolw! omwyl plazuwl
Shall skl Jox tawd )l bl glol o o=l «oMoleadl cobludl glgl usils
t sl Joleoll ¢ Jug=il @lo> c@uibnioll wMoleall (b il Jocdl duibioll ol
lbgansll HLSH Joo fadl JowlMadl g «8,5 VI 1asl, )l Jlgal

@Shaiwl Ugwls @llps 0331200 :owliall willioll

[2-2] {2} axo, ] 5\$ aorio 0311203

il (colgdl (ool taso | Glewlol (Bll agls o,y wowlsdl (w6 dondo
Jox> a0 )l bl glol o Jus=il (oMoleall (bl gloil usdl 9 sbowVl Jos
Joleoll « Juszil @la> céuihinll oMoleodl (b il Joasdl cuihioll suledl o8l sl
2wl tolgansll HLSU Jos tamadl Jowlladly « 8,5V tasl,Jl gl ¢ (sdoyil
auc,oll

(logleoll @uis) wewlsdl wlylpo 0331202 & giludl wlbazall

[2-1] {1}axo,u)l 5\ Qodio juiceo 0311204
Jlasoll o 32 J= 2ol @S iy gy Bl a8 plasil @zl (sde Loy Jooisy
wewlgil «old,20ll azo ! el drwbwVl il Sas| (sde dud> JS o 515,31 o 9
bl glel Hw Jexdl coMoleadl (ULl gloil Husdl o sbowdl Jo> «Olpagioll



157

o> ol oMolaodl @byl Josdl cdushiol sulsdl Llhall slsl Jox fdund,ll
HLSAl Joo tapadl Jwladly «8,5V1 bl Jlgadl tesbyidl Joleadl «Jygmeill
auc,al zwolyll folsganall

doeny] (58 dorio 0311203 1emlsiadl wllaioll

[3-3] {3} &wsissJl axo, )l 0311205

c ol BVl bl as) plasiwl dugustl dsonl) dwlnVl ouslaoll (58 doido
< psmdl ¢ oLl elasly cadsdl ¢ (sl ssle] of samull) VI I Juosd] ¢ LUl
83y20dl BLoVl ¢ JSLoVl saw ¢ selsadl wledl ¢ Syl ¢ BluoVl G BNl
oroziwol] lpzly @ny (b dondo ¢ wlp=lolls

aseo il g8 dwaso 0311203 1 g)Lud! ol

[2-1] {1} awgius)] &so ul juiceo 0311206

c ol 8LVl Bl ag) plaziwl @ugiSll dxo sl pudlon Husoall (b adlall (guay
ozl ULl slaslo waded| (el dsle] of sa=dl) VLU BBl Jrozd] (Lol
wlp=>lglls 835,30l Bl ¢ JISLuVI sasi « solsedl «&lgidl Syl 1 BloVI o Bl
oo xiowoll wlp>lg G0, 09 dolbo ¢

g S| asuond] 0311205 :ooliiall wllioll

[3-3] {3} asrbuwioll UloL,JI 0312101

Grb fesolyJl haiwVl tadMell wligans (@8Mell hlhxo (oMl (wlcgoxoll { shinll
awoldl wligd olewVl weilold Hilse whhluwe bl Sless wlyluwe Wlul &,dai fasll
el

=g Vi budl il

[3-3] {3} @ oJl axo,Jl 0312201
k] (0l Ay audoidl) pS=ill Jo> twlp=lgll puoai 1ol csow Jlg=d asly axo
aclgd go Jolail tolalo)l go Joladl toligaanl fwleh=Vl tlpindles Hby clasl



158

LI
oyl (08 dnaio 0311203 1 bl Cllaioll

[3-3] {3} wwd,Jl shuioll puowai 0312301
colaolsdl rausled] lendl tailedl gl Hlais! ¢ sidgdl el cobbal) (bl Jusodd!
woldsioll Sl raudledl Lloadl foleomoll ;olesgall wobylioll ,whiiwll sl

olshagll (oMol
ashaioll oluobyl 0312101 1 gludl Cllaioll

[3-3] {3} wVleix>Vlg :La>Y1 0312603

Bob ow @k (JloasVl aclgd 1oVl fduaogll Gulaoll (oblul o toliusll
2ol csawrigll Bgd &isei ozl wls wlaygi tdlnsiell aslosis)l ©lsiell sl
oliwks HlsVly sl bl @sles asly wubws bhwg) @aill 6,8 sl
S3alsl zolull plazwl

(1) wlol, 0111101 & asludl Cllrioll

[3-3] {3}asw,lo Ss12)l Jul=il 0312604

ol ols sl e oVsleadl Jo Lk dnla lhsdl Guld 8,by dsdgioll slasVl
bl fessanll JolSal tssaall Loladl tsaazdl 63150 25loss JoSiwVl ta>lgll Jaiwoll
S30lsdl zwolull plaziwl ol taudasdl GVsleodl s épiloll i 8 il

(1) wlwol,Jl 0111101 & bl Lol

[3-3] {33} wlw,,le=dl paowais Julxi 0313101

)l juslly adasdl sl wloples el wlwplys tobwylesdl Judxi wluss
alolS)l duehall sue seazdl 6,58 Jlwwedl foslandl ool faSiolyl Oloeo,ul
eoan) osVl szl Vgl Jilowdl csedl Vol (el el auludl pgawdl Slojles
DS 80)le3 cpmosn duoplos « JSwe)S auojles sV

bl Sl 0342102 1 gsludl llaioll



159

[3-3] {3} wiyu ¥l wlaubi ,9ki 0313201
wlp=loll a8) plaziwl ddeladl &g uSIVI g3lgoll slg paoai &S e Cllall By
by, WUl plsis oS ISP « SERVLETS (sde 8,2l JMs o0 JAVA éxo,l agly (HTML
el 9 oasio guolgol) uoye (] a8l «SQL wlludl aclgd de) go JAVA éxo,lJl a2l

.Sessions. Cookies. JAVA BEANS : Jio aug,5SJVI g38lgoll
ULl aclgd oo 6,)1s] 0313501 1 gsludl wdlasoll

[1-2] {1} iVl Ulabi ek juicxo 0313202

Integrated Development Environ-) @soie @u=o, @iu jud0d gl wdlall ooy
aalg (HTML wlp=lgdl ae tadclaiy dugu> augpusll gdlgo sl NETBEANS Jio (ment
oo SQL g0 JAVA Ly, ¢SQL wULJI aclgd ae) «JSP. SERVLETS JM> (0 :JAVA o,
JAVA SESSIONS. COOKIES. JAVA :éa9,:SJVI g8lgol sbu o8 @oisio Ruolgo (JDBC JM=>
.BEANS

ooVl wleudai gl 0313201: olsiedl llnioll

[3-3]1 {3} wswlxl &,lazos pubrii 0313303
Slowdeitll 1Mol 5 Whasioll ¢ grozill @) JUs o | X86 Aokl AlSud dwlys
. obgaaoll ¢ 5,Slolls Jlsa)l ¢ aushioll wllosll wlowdss ¢ a,lasVl il ¢ awlusl
IRV

08, slaiodl punai 0312301 1 gpludl cullaioll

[3-3]1 {3} wlLlwIl aclgd plai b,l5] 0313501
doMow bog,i ¢ oMl 23g0ul ¢ WLLII aclgd puowai Wlixpin ¢ WLLII 2clgd pudloo
&aall ¢ bVl Joladl (silBMell =l 1Ml WL aclgd ¢ wlludl aclgd 59,9

Sl pMewVl agl ¢ gudasdl B,lbg ay,lieoll
LAgiuS)l dxo,Jl 0311205 g ludl llaioll



160

[3-3] {3} @soxoll wliubill ki 0314101
ulgall oo @iz elgil plasiwl pasiwel] dply ok @l liuhidl dnio pps
wlgaaolly eileall plasiwl follaslly wlusiolly omoisimadl Jlss| awlys
olaahidl elis] fosirwgoll Jio wleoll @8ls| sl oliwail (58 wugll wlxaaios

sasio Lol 8 lpolasiwV lpbasis ULl ousss ol sl alaswl
agiSl @sen,)l 0311205 1 Lol wllaioll

[3-3] {3} Jusiail| plai 0314301
sl ok adSus ¢ Jusid] ol ek ¢ Jusaid] pdad acwlwVl esslol) @osio
ool ¢ ssall ¢ bgl coldosll @ga> ¢ wlilaall o cMaiVl « wldosll 8,03 iollasl]
830> 8,15] t2l,5Vls >3Vl doglain 8,15] ¢ wlaled] doglais 8,ls] ¢ 8,51l &,ls] ¢ wllasll

oaseiwad] Jusiidl pdad) @l dl QYL oo sac ¢ augilil 8,514l
wswlsdl dlosos pulaii 0313303 : goladl ol

[3-3] {3} aus)l @LSJls JLasVl wl,lgo 0332602

s bl Lolgdl «Lolsil 8lsl 1o, Lich aall (JlaiVl adac :JlaiVl whlpo olowluwl
ohleo Jleall g laiwVl siloc (& lawVl glgil 1eloiwll ohlps (JlaiVl gloc sbaalll
woamil glyl WJleall easadl ailee iomadl | whlps skl wlowibiwl 1oasdl
ohlpo topalls selyall (delall wlass oshall wblpo tuoerell purid dleall wlseslwVl
ezl )l QLS glgil cauall als) algs cauall als)l jailas sl absll
by Ll il el caoalsl

(1) &5Vl @il IVl wlylgo 0121131 1 Lol wlnioll

[3-3]{33} auwigoll ULBM=VIg @l Jl gi,Linedl 0334402

23000 tSeazdl dwlys tauclul86Vlg auslJl ollpadl Hlaswl tausb )l &, Liel] pgpio
ipoll OldMS VI ¢ ac das tacliall (8 dwdlioll Jud=ig dwlys ¢ Jasl

aall & LsSUlg JLasVl wlylpe 0332602 : 5Ll wullaioll



161

[3-3]1 {3} wUlwI wuSli 0342102
colgannll lplios 1 wlwiSoll ¢ @as,ell pilall plios «olbgannll lplios :pslesll
oo Glaudai tessgell LSl fauzdl Suslaedl wlands pildoc tada ol pilsslly Lplyiod
obganoll Llios Luwlshll ¢ ol (wiSes adMe .das,oll polgalls wlgaaoll
@Yl el rasldl codl Jledl pilands dpillac aag,oll pilsall Lplies
sl 45l adgaandl plaziwl Juiodl 1asbl pgaydl @ls)l el jolalod] «dix]

y9lsoll doslall
égiS] dxn )l 0311205 1 gludl Lol

[3-3] {3} Lewlxl wlSui 0342401

2ol @Sl wlase wgwll wlis plagiwl tugwldl Olis s dorio
dlog aid taSadl JSwl woblaYl (ol Ja5 bilws taslsall aadall fcses,oll
Jis bilwe (sl Jgog)l (59 oSzl (Uazdl puseais Blass! (Uazdb oSl (ubldl 1oLl
&log @iy Sgiue (sl oVl @sluall dsdall Sgiae (sde ooVl e,V bl
&l sy poladl Wlassl (MAC) dlod! wlgic oVl JsSgign Hlbl S colibull
sJedl s (oo, Ulgie oy« 0Vl JgSeign au>gill @l asdall Ulgice asi il
HTTP JgSeigy olindadl aid taelJl aadall Olgic: TCP JgSgigy UDP JgSgig,
JoSgigr (DHCP JgSgig, (IMAP JgSgig - «POP JgSgig SMTP JgSgign « FTP JgSgig
.DNS

wod,l sl axeuai 0312301 : gLudl lbioll

[2-1] {1} Uowlbdl OlSusis juiko 0342402

ole @angll adsoll wlSadl slie] @Sil) anwlwVl olslacyl by aSid! b
o>y p3ls slac] DHCP JsSgig psls slac] fosSuolon)] o colid]l augill slac (o Vgl
sl 5le> (sle alaul yoloVl saukai ((NAT) ¢polisll

rogwladl OIS 0342401 ¢ uoliiodl Cllaioll



162

[3-3] {3} awasioll Wi iVl WYgSgigw 0343401

29,9 IP Ulgicg MAC ulgic) ¢poliell ((OSI g TCP / IP) aSudl 5oy ianle as>l,o
RIP JsSgign plaxiwl awgdl «coldl awzgdl (IP) o iVl JsSgign auxgi :(idioll
wde OSPF ($a>lg dshio (sle OSPF: OSPF JgSgigy fau=gil Joa> (Ujlgsinll Juomil
JIPV6 Ulgic :IPV6 JgSgig . (BGP JgSgig {IS-IS JgSgigu ‘EIGRP JgSgig s (3asio (gblio
wluss raewlgdl aSsdl (I Jrogdl (IPV6 o IPV4 0 Siwled] (IPV6 Ulgic (sle Jga=ll
.MPLS JgSgi9,s Frame Relay JgSgig, PPP JgSgig,s {WAN

wgwl=l wlSiw 0342401 @ e ludl sl

[2-1] {1} awasiodl iVl OV9Sgigw juico 0343402
slacl ¢ EIGRP au>gil JgSgig,y slacl (RIP ausgill JgSgigy slacl teuldl ausgill slac|
e OSPF (saei0 (8blio (sde OSPF (81>lg aslhio (sle OSPF: OSPF au>gil JgSgig
J> ¢ auzeill JSlae J> (PPP (MPLS :aewlgdl wlSidl wVgSgigw slac] INBMA oS

aswlgll wlSuadl wVeSeign JSLiwe
oagioll oVl SVgSeig, 0343401 i poljiell wdlninll

[3-3] {3} dgoxolls auslw I LISl 0343403
lw ¢ ad=oll aSLwIl wlwidl wsadzdl ta sl ol wliuhiy @,loso
iyl pudlooll telaiio JSin alasall Jgosxall oS {ibsadl olSis £laiiawVl
ozl wlahxe g5l dxiel talually &SLwWI oVlaW aslell asdall olusig
a>95 WVgSgign Jud= £3,lg0dl am wlusi (JsoVl bilug Jud= Guoyidl wlusig dud)ll
Jasall 8,15] ¢ asiuidl wVsSgign 9 MAC i ¢ Jaidl asd wVgSgign Julzg tasudl asdbo
sVl Sladall VgSgigy csle dgoealls @S LMl oVgSgigy b ¢ slidl ClSuis (s

wowl=dl wlss 0342401 @ ol wllasodl

[2-1] {1} @Usozolly uSlwlUl & Sindl puiseo 0343404
LWl o)l ©liss gk oo ddlizell guolsalls wilexll aos sizoll lul>
PpS=5 8a>9 «wVg=xolly wlp>goll 1ells 8 Loy @ SLwMI WISl (15559 puouai ¢ aud=o



163

Jeogll s . &L\
dgomolly @S Ll wlSeidl 0343403 :emolsioll llaioll

[3-3]1 {3} Lawigis wisidl &,15] 0343405
chao wlhass @il b,ls] el @il awibadl JSliwod! :aSadl 6,ls] (sJ] @ordo
Leidlio oy woadl wlogleall g5 1aSiidl &bl ,0 taSiid] 8)ls] willby «wlogleoll Li>glgiSs
a8lo osdeles JSian  aSadl @bl asiadl 8)ls] s aSidl adlied ple 2390
Syslog JgSgig,s «SNMP JgSgigy 1Sl audlro wVeSgigs toslelas e JSiin asill
uoleVl etz 8,ls| INTP JsSgig,s (CDP JsSgigy (LLDP JgSeis, «Netflow JgSes,
solslaeyl 8,13 tdUacVl arsein wlojlss claxW aeslid] GlowVl clas M aesladl
<3V 8,l5] Wlxgio 10blaazdly slsVI 6,ls] ¢ JSlinol] puseai 8,ls] colslacyl ugSs 1]

Sl ool 8,ls] L, laxdl 89,9 clsVI &bl o
wswl=l ©lSes 0342401 :sludl Cllnioll

[3-3] {3} Linogas9 wlogleoll Lol 0343501

ool @dle fweall obloe euwds ay,0lell doMowdl @l ologleodl ool Elgil
loyles ol dugawls anlail 8,15y duaii {pwowadl Ssbw tauell wlyagil (ologleoll
oladl slae (sJ] Jswsll @ulSol aSml kdueisdl ol ol tap,Wl Ohasdl ¢l
ozl dunl,u8Vl ol

wowlzdl olSaw 0342401 :gyludl wllnsoll

[3-3] {3} wisiwiu]l axoy 0344401
te,iVl digie (Bl a2l (59 ghsVly JBsYl o tolSil o) aewlwVl ouslaoll
wlaslgo VLVl wlowlwl ¢(Socket Programming) uusoll plaziwl zwly als

.(client/server) p3lzly Ugs 3l zwl ) puouai (lpsixoug Lpowouaig wWVgSgig i
aosioll ooVl WVeSeigw 0343401 8. Ludl wlbioll



164

[3-3] {3} vkl 6lSkxog a>ioi 0344402

0 &3l Blelo (olSil oo 58 cworpdl Joadud! dlelo t8uwiol] &S puowas
(oSl puoai 8 @igrell blelo @Sunidl puoai 8 LSl dlelo (il puoai
(ULl Ji olbl,l geecis STP JsSgigy fauads)l dudxell oSl toVgxall oS
659> ‘HSRP JgSgig, VRRP JgSgig, «GLBP JgSgig, : swol,dVl amgoll ;1,5 & VgSgig
oazl 839> wlgsl (doazl 839> Wlixpio 1@0azl

&oasioll o,V WVgSeign 0343401 ;& Ludl llaioll

[3-3] {3} wlsuidl ol 0344501

Al ol taiusdl wlxopl ta0asdl o Oloy=dl wlazs foliil) avadl wlusgsll
S Aokl ol ddhioll 8 (uob tawsall il Gol 5 Slell oVl £ sl
JoSgigm ool tauslydVl dnlall wlleadl Wl olasl (ol VI gio dobl (ollusV
ASLwMl olSiadl ol ¢ (IPSec) oVl

lpisosass wlogleall ol 0343501 1 Ll wlbiall

[2-1] {1} O] Lol jwicko 0344502

ol OlodS el «opmoazinmnll sbin] «(J3laodl &las tacwlwVl ooVl wlslac| gk
Wl Obaxdl Gadi AAAJ gSgigs Baskas 4(SSH) aey e WMLVl JgSgigy (sask
o0V aslsdl olSuid] G (BLasVl gio okl (gl

Sl (ol 0344501 @0l iioll wllnsall

[3-3]1 {3} awd Jl AoVl wlarixi 0344503
Gebi Ol sty @iSo ol s aed I asVl wlisxi depial anwlwll esloll o
aoy,zel) @Vl Jhe>g go>g iz 9 (srimill @laiolly dazsiunodl wlaadl 1eSslwoll 0ia
olixizs o pale Jgazdl pi ol @oVl aumaig @uod )l @sVl go Joleil &asS té,09)]l
Olais opd ¢ sl AoVl uleo sabi tas]>Vlo dugilall Jiluoll auis tauod,Jl alsVl
wlosl (CLI aobaily je3i9 @i go Josl bl (e Joazl 1au0d )l sVl wlibxs
Blwss oStV apdl Glisiss (Ologw, )l Glalo dsleiwl @wod )l @sVl olixbs



165

L leudl acwe=ll wlags=s alel 6)921\”:0&.@.2;"__ 8= (ducloi=Vl pMc)
colSoadl el 0344501 : Gulaadl lbiodl

[3-3] {3} wawinidl au,d05 0344504
swisiidl Byb ta,90l 500,01 tadnzdl je0,l o, @liS Glowlwl (5,50l Lzl dorio
DES, 3DES,) aJll 6,bliodl su0,l ol 1auSawMSIl 60,0l ¢ pledl 2laodly @S wMSII
(RSA Diffie-Hellman key exchange, ElGamal) swgosll zliaolb a0, olai (AES

Lozl puseasi lyauiig
Lpiogasy logleoll ol 0343501 1 8,ludl Llbioll

[ abcio gwlwi 8] {3} wilawdl Wosll wu,aill 0344701

il Cllaiyg ¢ @ ol dubg ol dudzxo wluwso 08 Sloglesl] duisi ©Vlro (8 sl
oond] Lpade (39lg) ol ol luwawioll 8 J8VI (sle @olgio Joc gubwl (8) slad
sl o) 23 pdayz piy Gudrine Jud o aullall Clayliog 5u)les puass e
Basize acli 90 5Lux 1 g budl wdlnsoll

[3-3] {3}, £9uin0 0344702
tailaell dswlall o g9 8oyl ggsuine plail (wlegozo JM> (o) adlall pgs)
oo 1215 g Bl e Ul gy il slsall oo apasll lasil goriuedl il

ol A slacl o &z 8 (o ggyindl 13D punsd piu 9 ¢ Gyl asspll
Baoiee dcbw 90 5Ll 1 guludl Cllasodl

[3-3] {3} WLl aclgd Wliulbi 0313504
oSzl toldasll 8)l5] tolegleall Loye WByb tollul aclgd aobrl coly dla> sl
az il sushidl B)b toblul aclgd JolSs tobludl aclgd (sl talwlwily cool5l
aa) plaziwl @zl @il Jusedl Olizen g 8aclune wlizoy plaziwl wlosleod! ol

PL/SQL
bl aclgd odas 6] 0313501 & gy Ludl llazoll



166

[3-3]1 {3} awleul auwe=Jl 0314202

Amazon Elastic Cloud, L>gJeiSsl oip) dncldl wlS ol taulzund] dwe=ll (sJ]| doiso
{(Saal)) dwis> rayleudl awg=dl WVgSeig,u ¢Microsoft Azure: Google App Engine
g wloas plaziwl (c8guwg,Solog Wgslol (59 doizimell Wliubhil dsoy olp=lg
B0 wlaudi cbud Jowdl uow wloasg L5l Jl (] dasiunodl dulsud!

coowl=dl olSis 0342401 1 sludl Lol

[3-3] {3} ac;s0ll plails &ujlsinll wUlwadl 0314302
paoaid] 1 uoslls o3l pba toVlaiVls wlSiadl oloawbwl tacigoll phill (3] doiio
e5los toolill b pSxills wllosll facsgall pdaidl (58 crolsil o] ok @odls

JlacVl Joss $gud] sl
Jusiill ol 0314301 : Lol Lol

[3-3] {3} oo, Awrid \9 aniin 0332401

robizo ] @waid Ssbe fesiglsdly csaulidl @dsadl WMuadl :plbdl ghi 8L 6,95
plaziwl il Judsadl ¢ il dseosdl Sl gobysiowl tolddnioll axousi § Julxs
el plazeiwl @l> 1aSgluwll 8a>g0ll d>ieull a2 wllhalie (da>g0ll &>l a2l
uoaill tp3dly (oliadl csloaoVl adSapll sa>goll axieul ax) wlakhie ¢ @l dolall
aoio fiuaid @p>lgll e Jaddl caded! owmail lwladly 0LV =l 1 sl
psouaidl blosl (59 @orie tolowo,ul @,lose (9

&S @1 0311205 : gsluwdl wllnzoll

[3-3] {3} 65a=iodl bilwell WSy 0343406
olSidl obsb apd @S tdsasioll bilwgll wlaubs J=oi il olSidl puowas ol pcs
guauall 1850l bilwell bl Jlesll Juiodl 855>50)l Jlwell (b ore lpso wauSilly
suleog Wli>e)eiSs jucy WISl o Acgiio Acgoxo e lpins @eiSe wweally 8)0.0llg



167

ldhioll e dole bk @alizodl UL dSeis suc dasioll bilwell Jlw,| theall
Lilugl dsasi0dl SVl oca) @,lasoll
oaaioll o,V eVsSgis, 0343401 1 asLudl Cllaioll

[3-3] {3} LBV WS aolaii 0343502

WS plasiow! sgw oo wnisly ezl ¢ IDS WLV oS anbail gu,ls plaziwl
IDS plaziwl aasseodl augeilsll Llaslly wlwlowdl folSisdl wliug wrnoll

Aoasiodl eVl wVgSgig 0343401 ;3 Ludl wllasiodl

[3-3] {3} Closkzall Lols WlSiid] 5\ 6,lixe gadlgo 0344403
] @lasdl (53 8oyt dponl ©lss @iy guslge axll dic pyaoll 1id (38 gk
Lvogass wlogleall ol 0343501 : Lol wllnioll

[3-3]1 {3} wlogleoll sk JSeis (9493 0344505

9.1 googll s tlpule 8 aly Glogleodl LisglgiSi 54935 ulos) dwlwVl pudlonll
olehh>] oy t 882l pwlwl sde @l JSus slis] fologleo)l L>glesi wldas)
L>gloiSi (9 @&Sewloiny @olS Glogles ol 8,18 slug dnlaiell &dlolly duwloll
ISACA'S Jio &zl gdloal (b cre adiol su95 piww 18,1 5] 0z (ologleall
.COBIT

Apinogasg Slogleoll ool 0343501 : gLudl Cllaioll

[3-3]1 {3} JlecVl &, roiuwly ©,193)1 axJleo 0344506

9 RTO) 130wVl UlSog Ulo; Wladl 1azs tJlacVI &, loswly @)lsSUl dxlen (sd dorio
ol plaziwl (oleS)l o yuleVl s puowad HLall 8% pla plaziwl ¢ (RPO
AoVl &)L aiwl s prouad L)l 6,5

psnogasg wlogleall (ol 0343501 & ssludl Lllniall



168

Short Description for the Study Plan for Networks and Informa-
tion Security

0111101 Mathematics (I) {3} [3-3]

Review of Basic Algebra; Functions, Limits and Continuity; Derivatives of Algebraic,
Trigonometric, Exponential and Logarithmic Functions; Graphs; Related Rates
Problems; Maximum-minimum Problems; Indefinite Integral; Definite Integral and
Applications with Emphasis on Engineering and Pharmacy models.

Prerequisite: None

0331202 Computer Skills (Information Technology) {3} [3-3]

Introduction to Computers, Programming, and C# Programming; Introduction to
Problem Solving Using Flow Charts; Introduction to Programming: Identifiers, Varia-
bles, Assignment Statements and Expressions, Data Types, Operators, Type Conver-
sions; Selection Statements: Boolean Expressions, If Statements, Logical Operators,
Switch Statement, Conditional Operator; Loops: while Loop, do-while Loop, for Loop;
Arrays.

Concurrent: 0331200 Remedial Computer-Skills

0311203 Introduction to Programming {2} [2-2]

Introduction to Computers, Programming, and Java; Elementary Programming:
Identifiers, Constants, Variables, Assignment Statements and Expressions, Data
Types, Operators, Numeric Type Conversions; Selection Statements: Boolean Expres-
sions, If Statements, Logical Operators, Switch Statement, Conditional Operator;
Mathematical Functions, Characters, and Strings; Loops: while Loop, do-while Loop,
for Loop; Arrays; Methods.

Prerequisite: 0331202 Computer Skills (Information Technology)



169

0311204 Introduction to Programming Lab {1} [1-2]

Laboratory sessions on the different aspects and topics of programming using Java:
Elementary Programming: Identifiers, Constants, Variables, Assignment Statements
and Expressions, Data Types, Operators, Numeric Type Conversions; Selection State-
ments: Boolean Expressions, If Statements, Logical Operators, Switch Statement,
Conditional Operator; Mathematical Functions, Characters, and Strings; Loops: while
Loop, do-while Loop, for Loop; Arrays; Methods.

Concurrent: 0311203 Introduction to programming

0311205 Object Oriented Programming {3} [3-3]

Introduction to Object Oriented Programming concepts using JAVA language: Class-
es, Objects, Constructors, Overloading Methods, Encapsulation, Packages; Relation-
ships between Classes: Composition, Inheritance: Overriding, Polymorphism;
Abstract classes and Interfaces; introduction to GUI programming.

Prerequisite: 0311203 Introduction to Programming

0311206 Object Oriented Programming Lab {1} [1-2]

The students in this lab apply the concept of Object Oriented Programming using
JAVA language: Classes, Objects, Constructors, Overloading Methods, Encapsula-
tion, Packages; Relationships between Classes: Composition, Inheritance: Overrid-
ing, Polymorphism; Abstract classes and Interfaces; introduction to GUI program-
ming.

Concurrent: 0311205 Object Oriented Programming

0312101 Discrete Mathematics {3} [3-3]

Logic; Sets; Relations; Functions; Sequences; Induction and Recursion; Counting
Techniques, Graphs: Euler Cycles, Hamilton Cycles; Trees; Maple Labs.
Prerequisite: None
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0312201 Visual Programming {3} [3-3]

Visual C#: GUIs design; Control Statements (Selection and Iteration); Data Valida-
tion and Error Trapping; Methods; Arrays; File Access; Database Access.
Prerequisite: 0311203 Introduction to programming

0312301 Digital Logic Design {3} [3-3]

Binary Data Representation; Boolean Algebra; Boolean Function Minimization; Combi-
national Circuits: Adders, Subtractors, Coders, Comparators, Multiplexers, De-multi-
plexers; Sequential circuits: Flip-Flops, Registers, Counters.

Prerequisite: 0312101 Discrete Mathematics

0312603 Statistics and Probability {3} [3-3]

Sampling; Organizing Data; Descriptive Measures; Probability: Rules of Probability,
Bay's Theorem; Counting Rules; Discrete Random Variables; Distributions: Binomial,
Hyper-geometric, Poisson, Normal; Confidence Intervals; Regression and Correla-
tion; Applications using Software Packages.

Prerequisite: 0111101 Mathematics (I)

0312604 Numerical Analysis and Programming {3} [3-3]

Error Analysis; Solutions of Equations in One Variable; Interpolation and Polynomial
Approximation; Numerical Integration; Numerical Derivation; Direct and iterative
Methods for Solving Linear Systems and Applications to Real World Problems; Maple
Implementations of Algorithms Studied.

Prerequisite: 0111101 Mathematics (I)

0313101 Algorithms Analysis and Design {3} [3-3]
Algorithm Analysis Techniques; Searching Algorithms; Sorting Algorithms Linear and
non linear; Dynamic Programming; Asymptotic notation; NP-completeness; Graphs
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Algorithms: Depth First Search, Breath First Search, Minimum Spanning Trees,
Kruskal algorithm, Prem’s algorithm, and Djikstra algorithm.
Prerequisite: 0342102 Data Structures.

0313201 Internet Applications Development {3} [3-3]

This course aims to introduce to the students how to build a dynamic, interactive and
custom tailored web applications using HTML; Java Programming: SERVLETS, JSPs;
SQL Language through JDBC; Advanced Topics: JAVA SESSIONS, JAVA BEANS,
COOKIES.

Prerequisite: 0313501 Database Management Systems

0313202 Internet Applications Development Lab {1} [1-2]

The student practices to work under an IDE (Integrated Development Environment)
i.e. NETBEANS; HTML; Java Programming: SERVLETS, JSPs; SQL Language through
JDBC; Advanced Topics: JAVA SESSIONS, JAVA BEANS, COOKIES.

Concurrent: 0313201 Internet Applications Development.

0313303 Computer Organization and Architecture {3} [3-3]

Studying x86 architecture using Assembly Language; Variables and Registers;
Arithmetic Instructions; Selection Structures; Iterative Structures; Logic Operations
Instructions; Procedures and Macros; Arrays; Strings.

Prerequisite: 0312301 Digital Logic Design

0313501 Database Management Systems {3} [3-3]

Database Concepts; Database Design Methodologies; Data Modelling using ER and
EER; Database Integrity Constraints; Relational Model: Relational algebra, Relational
Calculus; Functional Dependencies and Normalization; Structural Query Language

(SQL).



172

Prerequisite: 0311205 Object Oriented Programming

0314101 Mobile Applications Development {3} [3-3]

Understand Mobile Application Platform; Develop a User Interface Using Certain
Types of Controls; Explore User Input, Variables, and Operations; Using Lists, Arrays,
and Web Browsers in Mobile Applications; Adding Audio Such as Music; Create
Applications that Requests Data, Stores it, and then Modifies that Data to Produce a
Result Throughout Multiple Activities.

Prerequisite: 0311205 Object Oriented Programming.

0314301 Operating Systems {3} [3-3]

Fundamental Concepts of Operating Systems; Evolution of Operating System;
Operating System Structure; Process: Process Management, Inter-process Communi-
cation, Process Scheduling, Deadlocks, Process Synchronization; Memory Manage-
ment; File System Management; I/O Management; Secondary Storage Manage-
ment; Case Studies.

Prerequisite: 0313303 Computer Organization & Architecture

0332602 Communication Skills and Technical Writing {3} [3-3]

Basics of Communication Skills: Communication Process, Language as a Tool of
Communication, Verbal and Non-Verbal Communication, Barriers to Communication;
Listening Skills: Types of Listening, Barriers to Effective Listening; Speaking Skills:
Strategies for Developing Speaking Skills, Barriers to Effective Speaking, Types of
Speaking, Effective Presentation Strategies; Reading Skills: Reading Techniques,
Reading Comprehension; Writing Skills: Attributes of Technical Writing, Benefits of
Technical Writing, Types of Writing, Research Papers, Technical Reports, Job Applica-
tion.

Prerequisite: 0121131 English Communication skills (1)
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0334402 Entrepreneurship & Professional Ethics {3} [3-3]

The Entrepreneurial Process; Recognizing Opportunities and Generating Ideas; Feasi-
bility Analysis; Developing an Effective Business Model; Industry and Competitor
Analysis; Writing a Business Plan; The Importance of Business Ethics; Stakeholder
Relationships, Social Responsibility, and Corporate Governance; Ethical Decision
Making and Ethical Leadership; Organizational Factors: The Role of Ethical Culture
and Relationships; Case studies.

Prerequisite: 0332602 Communication Skills & Technical Writing

0342102 Data Structures {3} [3-3]

Lists: Static Allocation, Dynamic Allocation; Stacks: Static Implementation, Linked
Implementation, Operations, Applications; Recursion: Applications, Program Stack;
Queues: Static Implementation, Linked Implementation, Operations, Applications;
Binary Search Trees: Traversal, Search, Add and Delete Operations; Files: Input,
Output; Graphs: Traversal, Adjacency Matrix, Adjacency List.

Prerequisite: 0311205 Object Oriented Programming

0342401 Computer Networks {3} [3-3]

Exploring the Network: Uses of Computer Networks, Network Hardware, Reference
Model; Physical Layer: Transmission Media, Signaling, Network Topologies; Data Link
Layer: Framing, Error Control, Error Detection and Correction, Medium Access
Control Layer; Ethernet: Ethernet at the Physical Layer, Ethernet at the Data Link
Layer, Ethernet Frame Format, MAC Addressing, CSMA/CD; Network Layer: Layer 3
Addressing, Routing, IP Protocol, NATing; Transport Layer: TCP, UDP, Layer 4
Addressing; Application Layer: HTTP, FTP, SMTP, POP, IMAP, DHCP, DNS.
Prerequisite: 0312301 Digital Logic Design
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0342402 Computer Networks Lab {1} [1-2]

Build the Network and Configure Basic Device Settings; Configure Switches with
VLANSs; Configure Static and Dynamic Routing; Configure a DHCPv4 Server and a
DHCP Relay Agent; Configure NATing; Examine the Basic Commands on a PC.
Concurrent: 0342401 Computer Networks

0343401 Advanced Internet Protocols {3} [3-3]

General Review: Network Models (TCP/IP and OSI), Addressing (MAC address, IP
address, and Port Number); IP Routing: Static Routing, RIP Routing, Load Balancing,
Routing Table; OSPF: Single-Area, Multi-Area; EIGRP; IS-IS; BGP; IPv6: IPv6
Addressing, Obtaining IPv6, IPv4 and IPv6 Coexistence; Connecting to WAN: WAN
Technologies, PPP protocol, Frame Relay, MPLS.

Prerequisite: 0342401 Computer Networks

0343402 Advanced Internet Protocols Lab {1} [1-2]

Configure Static Routing; Configure RIP protocol; Configure EIGRP protocol; Config-
ure OSPF protocol: Configure OSPF Single-Area, Configure OSPF Multi-Area, Config-
ure OSPF in NBMA Network; Configure WAN Protocols: PPP, MPLS; Routing Trouble-
shooting; WAN Troubleshooting.

Concurrent: 0343401 Advanced Internet Protocols

0343403 Wireless and Mobile Networks {3} [3-3]

Architecture and Applications of Wireless Networks: Cellular, WLANs, Sensor
Networks, Mobile Networks and Intermittently Connected Mobile Networks; Key
Concepts and Techniques of Physical Layer Wireless and Mobile Communications:
Radio Propagation Modeling, Digital Modulation Schemes and Coding Techniques;
Analyze Medium Access and Resource Allocation Techniques; Analyze Network and
Transport Layers Protocols; Managing Mobility in Cellular Networks; Wireless and
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Mobility Impact on Higher-Layers Protocols.
Prerequisite: 0342401 Computer Networks

0343404 Wireless and Mobile Networks Lab {1} [1-2]

Laboratory Sessions on The Different Aspects and Topics of Applying the Wireless
Local Area Networks Techniques; Design and Configuration of Wireless Networks
including: Routers, Switches, Wireless Controller and Access Point.

Concurrent: 0343403 Wireless and Mobile Networks

0343405 Networks Management and Documentation {3} [3-3]
Introduction to network management: Common Network Problems, Network
Management System, Challenges of IT Managers, Network Management Functions;
Network Monitoring: Type of Monitored Information, Generic Model for Monitoring,
Network Management Architectures, Active Monitoring, Passive Monitoring; Monitor-
ing Protocols: SNMP, Syslog, Netflow, LLDP, CDP, NTP; Fault Management: Common
Types of Symptoms, Common Types of Root Causes, Fault Diagnosis Algorithms;
Configuration Management: Configuration Setting Management, Patch Manage-
ment; Performance and Accounting: Management: Approaches for Performance
Management, Performance Monitoring and Reporting; Security Management.
Prerequisite: 0342401 Computer Networks.

0343501 Information Security and Privacy {3} [3-3]

Types of Information Security: Confidentiality, Safety and Availability; Vulnerability
Assessment; Monitoring Information Security; Security Threats; Principles of Design,
Implementation and Management of Safe Computer Systems; Encryption
Algorithms; Firewalls; Security of The Operating System; Control Access to System
Resources; Virtual Private Networks (VPN).

Prerequisite: 0342401 Computer Networks
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0344401 Networks Programming {3} [3-3]

Networks Programming Basic Concepts; Java I/O Streams; Internet Addressing; The
Socket Class; The Datagram Socket Class; Communication Primitives; Protocol Speci-
fication, Design, and Implementation; Multithreaded Client/Server Applications.
Prerequisite: 0343401 Advanced Internet Protocols

0344402 Networks Simulation and Modeling {3} [3-3]

Enterprise Network Design: Hierarchy in Network Design, Modularity in Network
Design, Resiliency in Network Design, Flexibility in Network Design; Switched
Networks; VLANs; STP Protocol and Links Aggregation; First Hop Redundancy Proto-
cols: GLBP, VRRP, HSRP; Quality of Service (QoS): End-to-End QoS Methodologies,
QoS Tools.

Prerequisite: 0343401 Advanced Internet Protocols

0344501 Networks Security {3} [3-3]

Modern Network Security Threats; Denial-Of-Service Attacks; Malicious Software;
Operating System Security; Physical and Infrastructure Security; Securing The Local
Area Network; Intrusion Detection Systems; Intrusion Prevention Systems;
Firewalls; VPN; IPSec; Wireless Network Security.

Prerequisite: 0343501 Information Security and Privacy

0344502 Networks Security Lab {1} [1-2]

Basic Security Configuration: Port Security; Users, Passwords, SSH; AAA Configura-
tion; Firewall Configuration; IPS Configuration; VPN Configuration.

Concurrent: 0344501 Networks Security
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0344503 Digital Forensics {3} [3-3]

Evaluate The Principles of Digital Forensic Analysis and Appreciate Where and How
These Principles Should Be Applied; Critically Discuss the Nature of Digital Evidence
and The Interpretations of That Evidence Obtained from Computer Forensics Investi-
gations; Evaluate The Legal and Procedural Issues and Be Aware of the Documenta-
ry and Evidentiary Standards; Understanding the Digital Forensics Techniques : Data
Acquisition, Working with Windows and CLI Systems, Current Digital Forensics Tools,
Recovering Graphics Files , Email and Social Media Investigations, Mobile Device
Forensics, Cloud Forensics.

Prerequisite: 0344501 Networks Security

0344504 Encryption Theory {3} [3-3]

Introduction to Abstract Algebra; Basics of Block Coding; Linear Codes; Cyclic Codes;
Classical and Public-Key Cryptography. Classical Ciphers: Current Symmetric Crypto-
systems (DES, 3DES, AES), Public Key Cryptosystems (RSA, Diffie-Hellman Key
Exchange, Elgamal), Error Correcting Codes.

Prerequisite: 0343501 Information Security and Privacy

0344701 Practical Field Training {3} [8 Continuous Weeks]

Field Training Aims to Provide Opportunities for Students to Train in The Areas of
Information Technology In Local And National Institutions And International Private
And Public Sectors.

Eight Consecutive Weeks of Practice Are Required in The Relevant Institution
Approved by The Department. At The End of Training, Reports Should Be Submitted
to The Department and Evaluated by The Supervisor.

Prerequisite: Pass 90 Credit Hours
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0344702 Graduation Project {3} [3-3]

Students (Through Groups) Complete A Project with Some Sort of Field Study; The
Project Will Require the Use of as Many Curricular Subject Materials Under the Super-
vision of One Faculty Member; This Project Is Evaluated by A Committee of Faculty
Members.

Prerequisite: Pass 90 Credit Hours

0313504 Database Applications {3} [3-3]

Database Management Systems Protection and Security Functions; Views; Transac-
tion Management; Concurrency Control and Serialisability; Database Recovery;
Database integrity; Rapid Application Development for Database Systems using
CASE tools and 4GLs; PL/SQL Programming.

Prerequisite: 0313501 Database Management Systems

0314202 Cloud Computing {3} [3-3]

Cloud Computing Technologies: Software as A Service (SaaS), Amazon Elastic Cloud,
Microsoft Azure, Google App Engine, And A Few Other Offerings. Cloud Protocols:
APIS Used in The Amazon and Microsoft Clouds, Restful Web Services, And
Cloud-Based Messaging and Workflow. Services to Construct New Applications.
Migrate Existing Applications into The Cloud, By Navigating Through Phases Such as
Creation of a Private Cloud; Attaching, In A Secure Fashion, The Private Cloud To The
Public Cloud; And Provisioning And Maintaining Resources In The Public Cloud.
Prerequisite: 0342401 Computer Network

0314302 Parallel Computing and Distributed Systems {3} [3-3]

Introduction to Distributed Systems; Network and Communication Basics; Client
Server System: Design and Implementation Issues; Naming Systems; Synchroniza-
tion in Distributed Systems; Transactions and Concurrency Control; Replication
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Consistency Models; Fault Tolerance.
Prerequisite: 0314301 Operating Systems

0332401 Introduction to Software Engineering {3} [3-3]

System development life cycle: Waterfall, Prototype, Incremental, and Spiral; Princi-
ples of software engineering: Requirements design and testing; Review of principles
of object orientation; Object oriented analysis using UML; Behavioral UML diagrams:
Use case, Sequence, Activity, and State; Structural UML diagrams: Object, Class, and
Package; Object Oriented Design: Abstraction, coupling, cohesion, decomposition,
encapsulation, separation of interface, and implementation; Introduction to Software
Architecture; Introduction to Design patterns.

Prerequisite: 0311205 Object-oriented Programming

0343406 Multimedia Networks {3} [3-3]

Support or Design Networks Which Run Effectively Multimedia Applications. How to
Understand the Influences of the Network and Means to Adapt to Them by Existing
Methods; Efficient Representation of Multimedia Data, Including Video, Image, And
Audio, And How to Deliver Them Over a Variety of Networks; Compression Technolo-
gies and Standards; Issues with Sending Multimedia Over Various Network Environ-
ments; Overview of Architectural Requirements for Supporting Multimedia Communi-
cation.

Prerequisite: 0343401 Advanced Internet Protocols

0343502 Intrusion Detection Systems {3} [3-3]

The use of Intrusion Detection Systems (IDS); The History of IDS; Anomaly and
Misuse Detection for Both Host and Network Environments; Policy and Legal Issues
Surrounding the Use of IDS. Tcpdump and Snort Will Be Used in Student Assign-
ments to Collect and Analyze Potential Attacks.
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Prerequisite: 0343401 Advanced Internet Protocols

0344403 Selected Topics in Computer Networks and Information Security
{3} [3-3]

The Most Recent Technological Topics in Computer Networks and Security That Are
Not Covered in Other Courses.

Prerequisite: 0343501 Information Security and Privacy

0344505 Information Auditing and Assurance {3} [3-3]

Fundamental Concepts of The IT Audit and Control Process. Establish the Exact
Status of an IT Operation; Creating an Audit Based Control Structure; Establish
Systematic Accounting and Control Procedures and Build Complete and Coherent
Information Assurance Capability Into The IT Function; Defining A Control Frame-
work; Guidance for Carrying This Out Will Be Provided in the Form Of Expert Models,
However the Primary Example That Will be Employed Is ISACA's COBIT Open Stand-
ard; Structuring and Performing Sarbanes-Oxley, HIPAA and Basel2 Audit Programs.
Prerequisite: 0343501 Information Security and Privacy

0344506 Disaster Recovery and Business Continuity {3} [3-3]

Introduction to Disaster Recovery and Business Continuity; Recovery Time and
Recovery Point Objectives (RTO and RPO); Using Decision Trees to Design Disaster
Recovery Plans; Using Decision Trees to Design Business Continuity Plans.
Prerequisite: 0343501 Information Security & Privacy
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